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How to use Guideline

e This icon [ represent that the FGE g, Lo pdgs 4t (e il CI Gga Ml Jias @
should provide document that support daadl ¥ ladyss 2acls gills
Cledd Cilaydgd @l o

alolewdly

the criteria evaluation

e This icon m re‘present that the FGE B 3940 33 Ll e il mh}ﬁg&'@ O
should provide a picture of the proof that

support the criteria evaluation Sheall Gues
e This Icon =, represent OIS Ay Hlease =, Bgadl Jias @

Standard degree of innovation
e Thisicon 41_; represent the samples that e s G z3La «—.;l Leadl Jras ®
will guide the FGE how to implement the ..
g P Sleall Bardat 4T 28500 Al

criteria

e There is some ( Hints )along with some delud! (cl)La)) a9 pl'ﬁhl' A g o

designer & moderator to understand how Shersl) Gudals e e é"l‘ ‘A""'“
and why to implement it Lol day,kally

criteria that will guide the website admin,
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This Document 4a.S¢ll s a

This document presents a set of guidelines
that can be applied to measure the quality
of the government websites and their level
of compliance with the best international
pracitces  including Web  Content
Accessibility Guidelines from W3C. These
guidelines are derived primarily from the
pertinent guidelines and manuals and
compatible with the rules and regulations
adopted in the government entities of the

United Arab Emirates.

The document is subdivided into the

following: Domain and Hosting, Site
Architecture and Design, User Experience
and Usability, Content, Accessibility, e-
Participation & Open data, Security and

Information Protection and Marketing.
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Domain & Hosting

Domain and Hosting guidelines focus on
considerations that need to be taken when
registering domains for  government
websites, hosting conditions and locations
and the measures to be taken when there is

more than one domain etc.
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Domain & Hosting guidelines — délazu¥ly Gl mlae

Guidelines aleoll
Has the entity registered the three domains: ( .ae), Leadga Olgie opo (gov.ae)s (ae) clalas daddl cldma Ja

(.gov.ae) ?nd (.0lylel ) versions of the domain and § Lo sy s ASY
renewed it ?

. Cl C] °

Has the entity registered their Arabic domain? S(ohlel) Gl GUaidl Jizads Azl culd Ja

. O Cl

Has the entity registered both the short and long Bvadlly Alsglall e Losdl Juzeeuds dunsSll izl il Ja
. . . ,
versions of its domain name? Sadsll ¢lgial

. 0 Q

[ ]
Hint; Long domain name is the FGE long name i.e. .

telecommunication regulatorytuthority.gov.ae el Lol S8 dell ol ey dilall Sllall ool 13,04
while the short name is the abbreviation of the [atie ] (pasatd
name i.e tra.gov.ae

Does the entity use their domain in all official E-mail Ledhalye 3 L ool Glasdl Glgie dzdl pusind Ja
addresses? S 9 ASIY) s Apasey ]l
e (i.e. name@entity.gov.ae) (name@entity.gov.ae Jls) ®

Does the entity host the website inside UAE, = a,all ool dgs dsls GioASIYI adsll Aslatul oz Ja
otherwise NDA & SLA must be signed with the ISP? 5 o BLALYI G4 of Rl 3330 a0 O ols ol

Thads Geiue Ablasly CL@.&! pue 4.8La51 @.535

. O o .

e (Provide such documents if available ) (Sokmg 0 558l lalasyl gls5lal )
Do all registered English domains redirect to the Slaidl ) duas 3 pe 2ulei¥l slBllaill dezgibole] oz Ja

primary .gov.ae domain? S(.gov.ae) (gl
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Site Architecture & Design

There may be no right or wrong when it bl 2y alall JSCaIL <31 3laz, Losis

comes to the look and feel and the s ga Loy oo 52 Lo Zod 095 ¥ Losy cpdgell
aesthetic aspect of a website. But when it ol S Gl Loie Ll s spells
comes to design and architecture, usability

must be taken into account in order to ety lliagd ol Lo tsohes ge Bl
serve both customers’ expectations and claal aBsll gizmy oF d2l 00 e oA oan
organizations objectives.These guidelines uclud 2l il gl calolazl] cilalog Auwl

help achieving this. cbad) opia Beins 3
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Site Architecture and Design guidelines — adsll msesads 2ylare pilas

Guidelines

Does the website design structure have
the key sections mentioned in the
“Federal Visual Identity 2015": Masthead
, Navigation Options, announcement
section ,Body, footer, Federal logo ad
entity logo used in consistent places

across the website?

Does the website in English and Arabic
include the Essential Links placed in a
clear visible section for the website
visitors?

Hint: essential Links include: Home,
Contact Us, Sitemap, Language(s), Help

and Search/Advanced Search

Does the main menu of the website
contain links to the following sections:
Services, Open Data and e-Participation?

Does the global footer offer a visible link
to the Essential Policies?

Hint: The essential Policies include
Accessibility,  Copyright,  Disclaimer,
Terms and Conditions page, Citizen

Charter and Privacy Policy.

Does the global footer of the website
provide a shortcut of the entity main
contact number details? (Direct Access
Section)

alaoll

Jeds alezgas G AT 285l puasas o3l Ja
moliall J8lg1y cldg Ayalas¥l 4, g ]l
Lail8g 4 gAY dmagall Olgie Jio dwlu]
ﬁ‘.\.é;‘m‘j ‘al.i.n Jeddl o ua.z.ll Sgi=a9 Eiga.ﬁ‘
IS @ Lewds 2SI Al e 9 ol sl

€ B
e Apdaidlly Luppall ouaallly adsl ggimg o
A y0g Amisly 8 ygumy Acgibgn dwluadl Lyl

Sazaall 50

Amiiall o0 S Aty l) Laylo, 0l Lok sByLs)
Laly «ads) Ay "Ly Jumil” Ao 9 Aty
il ol /e ly Baclall (Sl 5 aal

Lty aBgall Lty el Auils s Ja
A g ASIY! clecsedl /lecsed ! AU coleaalt
¢ (A 9 STV A, Ladl) L)Ly a>guall wlildly

e Inlyy e pdgall plall Jodddl gsiey Ja
Sadsell duludl UL

Llal" Aagdy Ll byl Jodd byl
S| Ay padll Byin" Aagdy " gl
gy Sbgyally AKGHI" aady  Adosudl
"calolaill Blise” Lislsy "Apumgiaiel] Ll
shazsl e adgall slall doddl gsim Ja
Issmsl o) Saeanlls o)) Jas¥l Jupolas!
(b
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Does the entity website have NO
horizontal scrolling where text properly

fitted to screen width?

Does the entity use a correct Favicon for
the site?

Does the "Contact Us" page offer the

Essential Contact Information of the

entity?

Hint: The Essential Contact Information
include Phone and Fax numbers, email,
P.0.Box, online form and electronic map
(e.g. Google Maps) of the physical
address of the entity's head office and
other branches?

Does the contact Us page offer a simple
description of the Latitude and longitude
coordination of the entity location on the
map?
e Example:

Latitude - Longitude:

25.286926, 55.350677

Lat:25°17'12.9336"

Long: 55° 21' 2.4366"
Does the entity website include up-to-
date Sitemap that offer links to all pages
in an easy-to-use hierarchy?

Does the entity website provide a Help or
FAQ section? And does it cover all the

sections/topics of the website?

Is the search/ advanced search utility
clearly located in the site? Is it an effective
and user-friendly?

Hint: Search engine on the site must
provide advanced search option which

Page 9 of 40
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14

15

16

allows altering results based on advanced
search criteria such as date or topic,
Google provides this capability

Does the website reflect the approved
visual identity of the government entity
including the use of white color as the
background color of all content on the
website?

Does the website the

responsive design principle?

implement

Definition: Responsive Web Design
offers the website visitors optimal viewing
and interaction experience (e.g. easy
reading and navigation) across a wide
range of devices including desktop

computer monitors and mobile phones.

Hint: it is a Site adjustment method and
widths automatically to fit the device
used by the website user, whether a
laptop or smart phone or Tablet i.e:
http://government.ae/

Does the website use a fluid layout that
automatically adjusts the page size to
monitor resolution settings that are
1024x768 pixels or higher?

Are the website pages clear from the
“Scroll Stoppers”?

Hint: Ensure that the location of headings
and other page elements does not create
the illusion that users have reached the
top or bottom of a page when they have
not and assuring users scroll below-the-
fold

Page 10 of 40
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Do all website pages have appropriate
page lengths?

Hint: Page length must fit its purpose, as
pages with heavy content such as articles
can be long, while the pages that contain
links to other sites can be short.

Is the entity’s website clear from pages
that have no navigational options such as
the Home link?

Does the website

differentiate navigation elements (Call-

design clearly
To-Acton) e.g. menus and links from one
another and group them in a consistent
and easy to find place on each page?

Does the website offer “List of Contents”
on long pages with links that take users
to the corresponding content farther
down the page?

Hint: it would be best if the “List of
Content” acted as a sticky so users can
refer back to it easily, rather than

having to manually scroll back to the top
of the page

Does the website use 'sequential’
menus” and 'simultaneous' menus
appropriately when needed?

Hint: The 'sequential’ menus are suitable
for simple forward-moving tasks while
the 'simultaneous' menus are used for
tasks that would otherwise require
numerous uses of the back button.
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22 Are the critical data across the website = _iliss 2,LS Oyl plazzuly) T..;ﬂa., WS ey Ja 22
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different color)? i L .
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Hple dpuall 2Bl o
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User Experience & Usability

Websites should be easy to navigate, have
minimal load time, and provide visitors with
useful resources and information. With this,
we must guarantee an easy, predictable and
pleasant experience. We must first define the
users’ needs and expectations, then validate
the websites we have developed to check if

we have met those needs and expectations.

The following guidelines will help improving

the user experience.

J3L 45 (Sang s 29k 95 2890 98 gzl adsl
Lel) gl &1 3lskly loslalls 559 «Saa iy
Wldy Al Wy G sod IS o OF g cpusadl
go2ll (aats s9adl sin S 39 Lol deniag adgrll
iladgiy dilabasl Ayl Bludl § tauszadl
2o Ladlgne slisbe gl a8sll o8 13) Lo LY (@3 (a9

N ‘ai Sl lasylg coladgnll ells

(S ASTY! adgell (resseiadl dyms
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User Experience and Usability guidelines — dualusaudly cnadszud! 4y plaa

Guidelines

Are page headings and headlines
differentiated by font size or boldness?

Does the body of the website include
breadcrumb trails?

Are the page structures and the location
of all standard items consistent
throughout the website?

Is the website browser-independent and
cross-browser compatible?

Does the entity site include all necessary
meta-tags on the homepage and all
secondary internal pages?

“At least the following 5 meta tags should
be maintained: Description, Title,
Keywords, Robots, Revisit-after”

Are all page titles (Title tag) in the website
representative of the actual content of the
page? and titles are concise and easily
understood?

Are all links in the website highlighted,
and do they correctly match appropriate
destination page headings?

Is the back button functional in all website
pages and does it lead to the proper back
page or level?

aleagll

o 0sd G (e pslially cluag Al les Ja
Cdzimll 3 ‘a.\'x_‘«i\ Lasdl aslss

i olas e oSl adsll goim o
Sl ]l

Sha wlise o Gubdly pleuddl (95 Ja
Jsls absslly slsll K (Slly coleigall
§USS a3l

2o Bilsia LuasSall Zall s ST sl Ja
Slee AdManuly Joasg Aalizell cugll cilndinto

sty ) il 3 3 AN pisll et Ja
oot AagSendl Al S Soradl Slomims
S(meta tages) dudsyarll Ul

Admg)) @ledall (J8Y e AW dal”
ligagylly mliall wlally oliall cledle
"lasY 5,31 3alels

- gl Olgie) Slmdall (pglic 18K 1WSaT o
Slzaall Jasll gouxll adoll 3 (Title tag
Sl Leaed Saa9 3LmBly Lglie el

Too AN adsll & Laylg)ll A8K ) ox Ja
Sleaall cpslic ae Lalgyll eda Gillw Jag

0o Amio ol Gyiun S 3 pasiadl (San Ja
2 e baall we siladl gorwdl J) sagall
S (Back) 8342l
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9 Does the website have a clickable b 0 @ "asdl Axaall” 5 adsll einy Ja 9
Homepage button across all pages? . . . <
Pag bag Jl Basall e paiadl (Sat Cumy gBskl o0
Samivo sl oo Llad)
Hint: the FGE logo is not enough ool i) A8 Y Al jlad Byla)
10 Has the government entity conducted —=lsSUl a8,al ulns 2asSndl 2mll oyl Jo 10
analysis to identify which con?por?ents are | . s, cplebacll Bt gl Llasral SYI
most used, and clearly highlight the g b
. 39 ASTY| 23 Leu 5 I ds il 897
components on the entity homepage? o AT pdyell ] G landsh
NENEL NI RTITY PP -1
. [ Ll e
Hint: the document can be survey, or a 9 gl Pllatal 085 o oSy Aadsll Byl
compilation of interventions through 9 e fledl Lolstll Jilug pe e Ial apazs
social media or related statistics Ao o5 libas
11 Are the most important functions (such as  axawmll e Zedl ahladl S5l g Ja 11
search and announcements) displayed in @ ¥ ,aull susiadl Jaia, o G9o (e G, ]l
prominent location on the homepage? die ahldl el e Balanadll G Gatuel]
Sl S qal ol e’
12 Are images, graphics and icons used in the  § Zsaxiall clsadly JEls el Jo 12
website self-explanatory and expressive of =¥l jag> oo oly JSCay Bias adsll
the correspondent articles/content? § Lltes @I pasbiazdls auslslly
Hint: Icons should always be paired with =~ %sesdll ao 390,01 OAG o Lils iy iB5la)
their associated label to ensure users know = ¢S b 4dyas roasiall plead e dags,ll
what to expect before clicking on the CTA = &laill paibasdl 4isai i Jlie) Haull Jid dadss
(Call-of-Action) ie. People of (ol olmsod p8sll wlslasl
determination functions
13 Does the entity site contain NO broken ¥ Lyls; ¢f ¢ Ll oI adsll sliy Ja 13
i i ? . .
links or empty/under construction pages? $oLasY! b gl Al Cilmio of Jead
14  Does the website included a 14

progress/Loading  bar for  website

navigation?

Page 15 of 40
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Hint: User should be informed all the time gy, Loy gl Jlsk auserad| $D) iy :5yla)
\évlhat.s going on the site during navigation 2l ity Jaisll s a3l 3
quires

15 Are website provide media plug-in's for the  sf (a4 26U alall ig ASIYI adskl 1390 Ja 13
. . oo |
various technologies used on the site? 57 D18) aBsll e 5 55l Aalisll alsll i ns

(Flash, Java or Adobe readers and players) . )
?(@5;\ L8 of Lal>

16 Does the site have a meaningful and i3 dxsly dllay gAY adsll payan Ja 16
helpful 404 error page that works from any 0 Amie 5} o0 Lo s g i Gna

gl dols 3529 a0 (404) 235l Cilmio
Sellas¥l el o

depth in the site with an error reporting
feature and?

17 Are markup and CSS style-sheets used = ;Llly aill cipmss &) alusial on Ja 17

efficiently in the entity's website and the 2565 s ASIY) pisl) eeis psosas (3 Huol Al

whole pages connected with the website?
Sadslly Aag,ll Cilraiall

18 Are all images on the entity's website ezl e adsll e sgiall ope o o 18

S ;
optimized? (no larger than 200 KB an LS 200 e Bypem sl i wispe Y my @

image
ge) ol

19 Dose the website implement lazy loading G 85l e edadl Jiemtl) A1 ks o1y Ja 19
whenever heavy content provided. ? S Jatll siell Al

Hint: As scrolling content loads il e Goizmll Jpams @y 13yl

20 Does the website use images rationally? Eigms cdidyig olatdl sguall aBsll sty Ja 20

(only when. they are critical to the success Sadsll @ Lasgms! it e Bysea JSI 05Ss
of a Web site)

21 Does the website avoid clutter? G LUV (e wadl adoll quaias 3 (£9) Jo 21

$gaxlly 0lst¥ly poguailly JISCAY!

Hint: Excess and crowded component and = a5 dxlxll (e 8051501 ciligSlly LollasS 15,La)|
items on a page lead t'o a degradatlon ,Of el
performance when trying to find certain

information

22 Does the website provide sufficient clue to e zgugs AV 48K cl)Ls] aBsll 1350 Ja 22
clearly indicates to the user that an item is $ aull L8 oSl of
clickable? .
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Hint: These indications must be consistent  allall wlsSall a>ge Gud glal cnazy ByLa)

across the site; its not enough that a cursor .
. C e . g5 (2SO Y ) cdmisly LY 065G ofg « yaill
(arrow) turn into a (hand) as an indication o5 (A4S ) 5 SLLEN 0555 Ol

that an item is clickable (Lt LB oS o) e JdaS s ) sl

24 Does the website indicate to users when a Lol o6 13) o Js> cleslas adsll 5 Ja 24
link will move them to a different location Sauleailly puiiall msdy of b Lmls
on the same page or to a new page on a

different Web site?

Hint: The user has the right to be 4l ple (e 06 O § @Rl 4 pasradl L)

informed that he is about to leave the site dxloill dmaiall ¢l5g a8sll 3yslan cliy e
to an external site L

i.e.: Add an alert that he about leaving )
Amagall b5 eliy e Gl 4 BLs| @l

the page
25 Does the site enable enough contrast o bl oo (06 s a8sll £l Ja 2D

between the dark text and the light ( or (+Lsdl 51) Aomslall 2 lally Asalall mgpnill

?B;‘)EJBM‘ EUW QL@&J'&“}

white) background for easy reading and
discrimination?
26 If images or graphic used as background LalsS cldlall ol el slusral J> 3 26
of the text are images been modified Bl Loy JSCEg sgenll cumls U +pmgunil]
§8el,all ! LIS Thles

enough for easier reading?

27 Are texts of the website using at least a K G112 oo Ja ¥ ol bl gz £, Ja 27
12-point font (e.g., typeface) on all Web PR
pages?

Hint: size of the screen should be Ll ez Blelye oy iBylis)
considered

28 In case of application forms, does the ot a8l ey Ja czilasg wlils 3929 Jl> & 28

website distinguish required and optional S, L ellis Auals¥l L
: .) 4 £ £l «

data entry fields?
29 Do forms clearly define the requested data  8sl1 cliie, Ja «zleiy clils 3529 J> 3 29
or anticipate typical user errors & suggest 633-’ o L) cisllall bl miss Apals

c&‘.;._o}api.“ C‘j\'éb 4asladl ;Un_";}”

corrections?

. o s G Soamll KA ) il 4 S5
Hint: alerts the user to the specific Gl Sl Vde by oS

problem identified in their input. This 294l e malsdl o Jazy oy 4¥Lss] @ Ladyuss
ADha| ey a8y WAL (2 Lo psiuel]
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makes it instantly clear to the user what
the issue is and how they can fix it.

30

31

32

FAE,
pe?y
BARDL &
G
smnes e
Street adoress* Apt.suite, bidg.
BERNNEN 2125 Chestt St
Courtry* City* State*
Urited States : 3 California s

sthar !R‘,“' Pbonc number
1434-343-3423)

Cell phone

Use 25 ey billing address

| -~ This entry can only contain
numbers,

delveries

v T

Do the results of user searches provide the
precise information being sought, and in a
format, that matches users’ expectations?
Through constructed search engine which
response to users' terminology? & include
hints  to search

specific improve

performance?

Is a search option provided on each page?
& Does the website notify users when

multiple search options exist?

Have the usability team solicit usability
testing participants'’ comments before,
during or after the performance of tasks?

Hint: That is, each page is designed, and
then subjecting them to realistic test with
users, as per UX methodology and
principles and then processing the notes
and errors, and retested until a better level

of usability and then applied on the site
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§ 9 ASIYI

]

o loseal @i Amie S O Gan Blal
o pasiiadl ae A81sll LM Lebias)
o a9 ¢ UX puitull Auyat saba 5 Limeio
G Lyl ] Bolely collas¥ly clasHlLl Zxllas
plastddl Wsw (o Gotun Jadl (e ya1ud

2okl e Laudas o3 (a9
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32



A elaivl adail dla

TELECOMMUNICATIONS REGULATORY ALITHOR

33 Does the website make it possible for ciliSy syumll muas 2uayd 5ol adsll mely Ja 33

visitors to rate the content and submit Susi Ssine ¢l
suggestions for new content? o

34 Does the website show when the page was  agumill cams 51 e daglas adsll o9, Ja 34
last-updated? Saud 53ylgdl laglally
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Ssixll

Content

Content is the most important part of a
Web site. If the content does not
provide the information needed by
users, the Web site will provide little
value no matter how easy it is to use the
site.
This section helps web content
specialists working on government
websites in the UAE improve their work
consistent,

to provide easy to

understand and appealing content.

The content should adhere to the
Flesch-Kincaid readability scale based
on the number of both words and
sentences used, ensuring the content is

simple and straightforward.

Page 20 of 40

Y e o AT adsll 3 e3> al Gormll aay
G Sleslall @uas e Tale ol 050 Lodicy
Ol Ldal (o adsll I 0ssly Ogeuseradl Lol
Uy e Ll (ady died o A aday a8l
EVIRES |

Syl @ Clalall Saclus (2 il 1da Zage o)
Ao eS| alezmll Ao AT a8l (olsdl
il s @elite Goime uudly podos G
ek o comg - easiadl mila caliel Gldey
S Sl Boladl Beball 4bls older Gorll
Olessy « Leusiudl Jozdly Sl sue e uazal
by bapuy o=l

Szl o ASTY Sorell Silaiolel (eola ¥l Sl tamye

Ha Sl


http://www.government.ae/documents/10138/98433/UAE_Government_Content_Guidelines_Ar_2015.pdf/baaf1010-9e5e-4f47-8807-32dd3ba7c4e7
http://www.government.ae/documents/10138/98433/UAE_Government_Content_Guidelines_Ar_2015.pdf/baaf1010-9e5e-4f47-8807-32dd3ba7c4e7
http://www.government.ae/documents/10138/98433/UAE_Government_Content_Guidelines_Ar_2015.pdf/baaf1010-9e5e-4f47-8807-32dd3ba7c4e7

v

Lenlaivl oAl dla

TELECOMMUNIKCATIONS RECULATORY ALTHORITY

Content Guidelines — gzl yulae

#

10

Guidelines
Does the entity implement a fully
documented  content  management
workflow?

. O

Is the Arabic page the main landing page
of the website?

When toggling between the Arabic and
English sites, does it go to the same
content and not to the home page?

Are the Arabic and English language
the properly
segmented (i.e. no English in the Arabic

versions  of website

version and vice versa)?

Is the content language free of mistakes

such as grammar, spelling mistakes etc...?

Does the entity offer a calendar or listing
of upcoming events and participation
activities with detailed information?

Does the entity publish the results or
summary of public participation feedback
and polls?

Is the website content readable?

Written in short
paragraphs, good use of main and sub
headings so that meet the readability

simple language,

expectations of your target audience...

EAPPN Y

Bylal pllas § Joadl sud Aa3ge Wl 4zl exad Ja
EPTESY

e
ruddl 2 G ST adgall L)l dxaall Ja
Syl

Jo ey 2ol Glraall oo deatll e
Amigall ] Jasis ¥y goinll puds e Al Axiall

REVOILIA

dopall adell gud on pldl msll 3a=n Ja
Apopall Boewdll 3 Ainlans] 2ot um g5 ¥ (6) Al
§ (Sally (Sl

oo BS) Aala adsll § Zeasiall Zll Ja
Lf")-;ﬁ Sleglall 2585 Ay a.:jz_d‘ s
() @B Sldla maiall alasidl

AUnlSne Aasld o agas (e 9 AT adsll i Ja
el Lpd hilas @ abanaldl PIASAN PREN N P
SiiagSall

iS5l ) cHldns of Slakle adsll yi5s Ja
Slase g bilarad of Gl cledhiul § clelazll

cilyaall o oo «aind] Luslasinl aBsll £y Ja
Ball Aol allly sl wlsally spisall
Loglall de 5SHly dueyally Al (glially

ol yppandl cilades ol Cumy Shogll
A5 Lasl slol Blaradl Azl olSel @ ByLa)

9 4l Holsdl LS Allad @uds Jal oo 3el,all

#

10

Page 21 of 40


https://www.webfx.com/tools/read-able/flesch-kincaid.html
https://www.webfx.com/tools/read-able/flesch-kincaid.html

Hint: The content should adhere to the = cilxiw selyd (o Ba=all Lzl (Sor Uguas
Flesch-Kincaid readability scale based on PDRATRERT

the number of both words and sentences
used, ensuring the content is simple and
straightforward.
11 Is the expected response time clearly = le 5,11 aplll c8sll cye asly JSCan el o Ja 11
stated for all sections that involves el po dolazs @1 Bl aLucdl A5 § cplolactl

. . . "ol | 5" 9" 51" 5 9 Judl
the entity? e.g. in the Contact Us section, oo o i il o & JULT e e

Suggestion & Comments section & Spladl ppall ae biolsdls
Contact the Minister/ Director General

communication between the visitor and

Section.

12 Does the entity have a banner or link to Ly, Je 2uasSdl 4zl g AN adoll goimy Ja 12

the official federal government portal Syl HagSn" el Algs ZagSind Apaseyl Hylgul
"www.government.ae”accessible from

Solzawm]l 48K L
every page? e e

13 Does the website present links to the pilge e Tl Glxial Lol adsll may Ja 13
entity’s social media pages? § plaxs¥l Jlsall

14 Does the entity website have a careers or  alagilly Lols Leud o ASIY) adsll ,i5 Ja 14
job opportunities section with a channel Jsywosll (e 0950 oo ciadsgll y2lgddls
to submit resumes? BLBy (wuzg o)) seleddl e loglas Gauaiig
$4aI ped! Jlasyd Jlias!

16 Does the website contain a page ool 9 ASTY adsll § Amiie papant oi Ja 16
@ dedicated to showcase the most JISEY1 26183 5 38,all 45 G Al Shyolie eal

important initiatives in order to spread el g u
. . LIVE S | udls e ol & 9 8yehl
the knowledge and culture of impressive = - el UL Al & Bl

ideas in the UAE to enhance the 4adle] slge 9 Byoldl (e B e Amisall Goixs
competitiveness of the country and dis mls adge e gad L)y ol suud) Jis
entity as.a leader. Th.e. pége shall contain (52 nyas il 5] (sundi Ly ccosaise
an overview of the initiative and any

media materials such as (video or video

link on an external site such as YouTube,

presentation or PDF document and

others)

17" Does the website offer a comprehensive M (o cloasdll e 2dly Slaglas adsll yigy Ja 17
description of the entity services in a T BT VL
Service Card style? S
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https://www.webfx.com/tools/read-able/flesch-kincaid.html
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwja4L3kuvThAhUBTBoKHTMfC74QjRx6BAgBEAU&url=http://chittagongit.com/icon/new-gif-icon-18.html&psig=AOvVaw17eEjoAE8tMYSOGWijIXJL&ust=1556598321558327
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwja4L3kuvThAhUBTBoKHTMfC74QjRx6BAgBEAU&url=http://chittagongit.com/icon/new-gif-icon-18.html&psig=AOvVaw17eEjoAE8tMYSOGWijIXJL&ust=1556598321558327

18

19

20

21

22

23

24

25

Does the website have an Archive section
for laws, policies, documents, events, etc.
that is accessible from all pages?

Is the text aligned R2L for Arabic and L2R

for English (not centered)

Are ambiguous words defined and

abbreviations given expansions?

Is the content on the website genuine?
(no copy/paste without attributing the
source)

Can the user, from the first quick glance,
predict what the website is about?

Hint: from the logo and the welcome
intro

Does the website have a glossary for
terms and abbreviations used within
the content to make it clear and
understandable?

Does the entity have a customized
style-guide to assist content writers
in their daily work?

. O
Do the content team from time to
time check for broken links (either
manually or using a software)?

Hint: The document might be a plan,
or a record of previous sessions
where test safety links on site)
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26

27

28

29

30

31

Does the website display a series of
related items in a vertical list rather than
as continuous text?

Hint: FGE can use digital sequential
points list, bulleted list of points that do
not necessarily involve pursuing

Is there online evidence that the Entity
provides services in partnership with
third parties?

Hint: The entity can develop content for
partnerships with third parties that
promote the concept of PPP

Did the entity highlight their indirect
involvement in achieving the generic
SDGs goals (not their core business
goals), such as gender balance,
innovation, tolerance, PPPP, etc

Did the entity incorporate SDGs BUZZ
into their website?

Hint: This will cover having direct link to
the UAE SDGs website, and will reflect
the stamp level for each entity

Did the entity effectively activate the
BUZZ connector component into their
website?

Hint: each entity has to associate each
web page with the corresponding
relevant goal through the buzz)

Did the entity effectively activate the
BUZZ success stories component into
their website?
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TELECOMMUNICATIONS REGULATORY ALITHORITY

Hint: each entity has to document their = ¢.> s Tl paind Bss Al e Crat il

success stories in terms of

. 5 2l Leg/deladl ElusNI/col yoladl/ el |
initiatives/public ¢ o3 dl boy/ae sl gladl/alsld
consultations/events/etc. into the SDGs (ol aial) Aeaall calaal b= paimd O5Se

buzz success stories component)

Page 25 of 40



U eaNLaivl

TELECOMMUNKCATIONS REGULA

. e ma
dua
YORY ALITHORITY

Jyso sl Wy
Accessibility

A website is fundamentally designed to work for all
people, whatever their hardware, software, language,
culture, location, or physical or mental ability. When
the Web meets this goal, it is accessible to people
with a diverse range of hearing, movement, sight, and
cognitive ability. Where WCAGO0.2 AAA level is the
desiered levels that should reached To determine if
FGE web content meets accessibility guidelines Web

Accessibility Evaluation Tools can be used

Source: World Wide Web Consortium (W3C) Web

Content Accessibility Guidelines (WCAG)
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Accessiblity Guidelines — Jpsmsll Ugeus sulas

#

v

TRA covlaivl aail dla

TELECOMMUNCATIONS REGULATORY ALTHORITY

Guidelines

Does the website include alternative texts (Alt-
Text) for any and all non-text content such as
buttons, icons,
it and

make it screen readable by text to speech tool ?

images, infographics,

multimedia etc , that clearly describe

Do all audio and video files have descriptive
captions to assist those with hearing and visual
problems?

Are audio and video files presented with no (or

little) loud sound backgrounds?

1.5 within
between

Is line spacing at least (e.g:
paragraphs), the space

paragraphs spacing at least 3?

and

Links, component and items format/shape
should change when approached by cursor?

Hint: Perhaps changing a line appears under
the text, or change the font size etc.

the AAA
accessibility feature that is working efficiently?

Does Entity website provide

Hint: as a text option or, if an image is used,
alt text should be provided

Do that foreground and background color
combinations provide sufficient contrast when
viewed by someone having color deficits or

when viewed on a black and white screen?

aleagll
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Does the website have a software to read texts  ogmilly jogmill 5cl,8 25Ka| adsll ,i5 Jo 8
and alternative text for visually impaired Lol Sass I Gl olieddl Cigually Aol

people? And the ability to read texts for people )
Siaaadl BLEY! G55 Lol dd Lyel,d

with hearing impairments (Deaf)

Is all functionality available from a keyboard? Seslall Aol e 3,851 Boliall asllssll S o 9
Hint: All functionality that is available by Gob oe 5lall @ 8,551l Catllagll apen 3L iByLa)
mouse is also available by keyboard i.e. back, &l Bagally uguall Jie tJlie molall d>)
scroll etc
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E-Participation & Open Data

The good management of the entity's
presence on social media enables the entity
to achieve a group of vital roles such as:
UX, customer

improving increasing

satisfaction, enriching content, bettering
information and vitalizing eParticipation
which is one of the most important elements

of the online presence.
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TELECOMMUNIKCATIONS RECULATORY ALTHORITY

e-Participation and Open Data Guidelines —isgzall cililedly 4 9 AN AL ulas

Guidelines alezsll

1 Does the entity have a corporate social = aS,lael) duuse dulon Zidy &zl g Jog5 Ja | ]
media usage policy document distributed e Llsls 3 Slas¥l Lalyilly dg ASHYI
internally and aligned with the “e- < ) Loy -_ul . sl i ‘ ‘
Participation and Social Media Guidelines =~ LAl Jll e Balsteg 22l s
for Federal Entities? Sl slzll (laandl bolsdl) lgaly 44 ASTY

. CI C] °
Hint: Policy streaming might be through Al Giosll @b e Aawld) paead Bylaf
training workshops, awareness-raising iy Aol Blasll e Lapgs sestll olyalall

Joall 2oy g 26,all

lectures and other means of spreading
knowledge in the work environment

2 |s there a dedicated "e-Participation” page =i SIS Ladge e )l amis o 2

on the entity's website that enable ISy I6LAL o sgganl oS3 duig ASIYI A8y Laald
audience to Participate and collaborate < s . "

. . . . as,Ladl y Lebaal 2 a5 03
with the entity, and contains details about DAL s & BE oe deelis Ay
its e-Participation activities? S 9 ASTY

3 Does the e-Participation page offer the "e- = as,Lall FES N 3 1 iy Ja 3
Participation Policy\Charter” and | dwlew" s "as o A4S ASHLad ] dliw/ (5l " a9 ST
“Moderation Policy” for the website visitors = a&S)Laeld gsbayl Jdudl @ hade sa LS "3l &)

as per the "e-Participation and Social Media = =bkxll ($leiadl diolsill cloal alasiuly 29 ASIY

Guidelines for Federal Entities? REVEIESY |
4 S 9 ASIY! AS)Lael) Lgine Ans Al ) Ja 4
Does the entity have an annual plan for
o
eParticipation? G .

. [

Hint: Government entity can use the Plan ~ o=Ud! 2kl z g Bilanudl 2 gSall 4l 018l 8,L4)
template for national e-participation Habs ol 4 9 ASTYI 4S,LalL

5 | Does the entity have an eParticipation i Jom Ao ASIY) ASLael) Gade 3l ol Ja 5
champion whose role is to implement
npion whost pie L)l dals ASHLall 28las ,ade alall &3 elsld)
pertinent initiatives and spreading
Q Bueias dildgiung 551951 (pasints Aoeissls Aasiy 4yl

RSURRN

ePartication culture in the entity?
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Hint:The e-Participation Coordinator is the
person responsible for implementing the
e-participation plan, coordinating with the
national team for e-participation and
carrying out the joint tasks, follow up the
counseling and social networking sites and
the coordinator's tasks can be part of the
employee's main tasks

To obtain a job description for the
eparticipation co-ordinator, you can
contact the national e-participation team

Does the entity use social media tools and
e-participation tools such as (Facebook,
Twitter, YouTube, google+, forum, blogs,
etc..) to communicate and interact with the
public?

Have there been any “e-Consultation
practice"& "e-Decision Making practice”
regarding any of the entity’s services or
policies in the past 12 months? Have those
practices clearly presented in the entity
website under e-participation section?

e Definition: e-Consultation, it is
phase 2 of e-Participation based
on the basis of two-way dialogue
between the government entity
and its audience of users

Hint: Main practices in this phase (General
Consultancy, surveys, polls, ext.)

e Definition: e-Decision Making is
the most advanced stage of the e-
Participation model where the
entity give their audience the
opportunity to directly contribute
in the decision making about
services or policies
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COMMUNIKCATION

Hint: Main practices is to use Tools to
discuss ideas and suggestions and vote on
them

Does the entity share their e- participation
portal
electronic participation (Sharik.ae) with

practices on the national for

“minimum 3 practices in a Year”?

Does the government entity has a blog?
Or actively contribute in the National blog
and It will announce its entries on the
National blog in its official website?

Hint: visit the National Blog website on the
below link:
https://www.government.ae/en/participate

/blogs

Does the government entity blog include

at least one monthly post from the
minister, the undersecretary of the
ministry or the director general?

Does the entity promote its activities in
eParticipation through conventional and
social media?

Hint: Where topics are advertised for
consultation or participation

Is the eParticipation section on the entity’s
website linked to the central
eParticipation portal?

Does the entities account on social media

like/follow other key and relevant
governments’ pages including the UAE

Smart Government?

. L

Hint: to follow the official governmental
accounts

Does the social media team use hashtags
and mentions properly?

Hint: the feature lead to building and
increasing user engagement and attracting
followers. As well as building awareness.
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Use of hashtags e.g.: use of key words
such as #health, #society, #UAE and others
that related to the entity awareness
campaigns in official events and etc.

Use of mentions e.g.: in case of
announcing entity services, policies, new
activities, etc; mention mGovernment

account @uaemgov

Is there a channel on the entity website
where the visitors can directly communicate
with the minister or director general or
other important contact?

Does the entity allow anonymous public
participation without forcing the participant
to register first?

(e.g. contact us form and other contact
forms)

Is there a dedicated “Open Data” page on
the entity’s website for sharing these data
with the public? Does the published data
cover the core domain of the entity?

Does the entity publish data in open
machine-readable format or Not machine-
readable (PDF, scanned files, etc.) , with no
access restriction (e.g. the need to
register)? and provide a counter to
illustrate the total number of files in the
page

Hint: National Smart Data Standards One
of KPI7 project- Data classification section

Does the Open Data page offer a clear data
access and usage policy for the public to
enable them use the data?

Hint: UAE open data license
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COMMUNIKCATION

Does the Open Data page offer user
statistics and data ( e.g: number of users
using their services, number of visitors, etc)
provided in an open data format such as
spreadsheets, CSV, or xml files)?

Can the public propose/request new open
datasets be made available on the entity
Open Data page?

Did the entity publish open data that can
directly/indirectly support achieving the
SDGs

The availability of entity open data on the
open data national portal (Bayanat.ae)
with “minimum 3 data set in a year”?

Through the Open Data page, has the
entity indicated the availability of its open
data sets on the national data platform ?

Hint: The entity promotes the use of its
data on the National website and the
promotion of the national website through
the development of an electronic link to
the national data website bayanat.ae
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Sleglall Llesg oyl
Security & Information protection

Government entities have to ensure the el sl daeSall 4! pods ol Gomadl oo
security of the website and the protectin of its Ly gAYl adsll (i gloass Jal o Zapll
information. The followign Guidelines offer saclull ;395 2 cloll . Sloglas (o diaaty

the essential practices in this matter. Lol ol pleald oilezld 2wl
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TELECOMMUNKCATIONS RECULATORY ALITHORITY

Security and Information Protection Guidelines — cilsglall 4lasg ol slae

#
Guidelines AP #
1 Does the entity have a backup /or s ol Ablasl dhs dwsd! il ol Ja 1
redundancy plan for its website? S g ASIY! Ladsl 551k
. O a .
2 |s the Entity certified for oled e Wol> 3l Ja 2
Information Security (IS027001) and Service "elesidl Blsl” 5 15027001) “cleglall sl
Management (ISO 20000)?

$(1SO 20000)

. O ] .

3 Does the Entity  regularly — Conduct  Lia eedn Lo9s dismy duasSodl ezl asas Ja 3

Penetration Testing and  Vulnerability e Bl Latll (aaS Lasl shaly caaall
Assessment for the Website? (such as:
§( Trustae: Jie) gAY Ladgs

Trustae)
Hint: conducting test through Trustae for ~ 3& pllas M e ool paxall ¢zl 3L
aeCERT registered entities ekl gsllat gbooll 3yall ae Alxadl bzl

g

4 Doesthe Entity Implement Protection — JsLal dyles 47 Gedasy deesSall 2ll poas Ja 4

Mechanism for Exchanging Sensitive and SSL, =MsSsiny aliiial i Luluell Slaslal
Personal Information such as secure channel

protocols: SSL, TLS, SSH, SFTP ...etc.?

. O .

S."lapeg TLS, SSH, SFTP
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Marketing

The effective marketing of the entity’'s website
is essential to ensure reaching the target
audience and their usage of its infromation
and services and to promote its e-presense .
The following Guidelines offer the entities a set
of essential practices and tools to market its

webstie

pla ol 2zll g ASTYI adgell Jlasll Gagudll o)
Ly adslly Lugud) lially Hopezdl yae (losal
GoASTY Hguamdl susaily Bleusg Silaglan (e 085,
BaasSall Agdl aliiial anss 2 Sl
Leadse Bagud e lanelud Lwlal cluylany ilga¥

.djjﬁ}”
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Marketing Guidelines — sgudll slas
Guidelines alezsll e
1 Does the entity promote its registered = culy jpzmll cisaiy e DYl Azl psis 1

Arabic domain name (Ullel .dg=ll ‘o...wi)

(@hlolaal pwl) 2l palidl pall Gladll
on their website as one of the electronic

. 3o ASIY! Lad 39 ASIYI ol lgid usiS
communication channel to enhance the 97T g e 9 AN Juolsill lpid i
Arabic presence and identity on the web? = §&s5s:Siall ASall (e duppall 25 lly sgsamedl 5351

. 0 .
Hint: awareness can be by e-banners, plassil ol ¥ JU et e el Sl 5,04)
social media announcement and any lasts (£l duolsall clgidy 2o 80 Slaalll
other tool casyail) Gylally clga¥l e

2 Can the website be found easily using Cmdl @yme e Uy adsll e ootall (Say o 2
any search engine by using the most 3 b Jas Saliall ahladly Sl alasial,

important keywords? Does it use SEO
o0 sl G dl Ol ime e Gl blas deude

(Search engine optimization) process to
get more traffic and grabbing a top spot = &= G ASIY adsll uld xS yme A SN
in most used search engine? <

3 Does entity has newsletter/mailing Rous e TSl Azl o ASIY) pdgll goimy Ja 3
subscription service in clear and visual O @ &Ll bilusydl of Al Xl @slsd § AN

place? Sloy 2ok

4 Does the entity offer an option to sign @ JIA Anls g ASTY Lados § Azl 1355 Ja 4
up for RSS feed subscription

S (RSS) JI
5 Does the website provide links for Lol Lyl Go AN Ladas 3 Al 1855 Ja S
@ downlo.adlng all appI|c:?1t|ons owned by 5 wapail ) Slaill pal e claghil 2 L, @
the entity on the most important ‘ ‘
¢ .. .
platforms (Android, 10S, etc)? el Lles gl (lanzs 105

6 Does the entity use data analytics tools  .ls7 bl 2ulidoes clgsl ApesSaedl 2zl plkiad Ja 6
to measure the website performance? S 9 AT pdsll

oG l:lo
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7 Does the entity website offer a rich
media section where press kits and
entity assets can be downloaded?
(media packs, logos, etc.)

8  Does the entity promote the website's
content via its social media channels?

Hint: twitter tweets, Facebook post or
any others

9 Are the optional services available on
@ the site as (elderly services, mobile
services and other services)

oo OSa el o) e G AT adsll Goims Ja
Lol LYl slglly Admall wlalll Jifs AN
(@) - Adiall @bl Hesally lhladdl) $g,s¥)

Slsizme @a¥ syexdl dizsiy e DY ok Ja
a9 ASTYI aS,Ladly

L]
oy sl Sl ygdiia 9l pis3 ildsydd (e gz 3lad 1Byl
lapss..
3 Bydgall LYl Sleasll e canatll @ Ja
Sleasdl, ! HLS wleas) & adsll e 2]l
(wloast) oo lape g Azl
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For Inquiries contact

mGov Enabler Team LS A gSadl wilian (3159
mgovet@tra.gov.ae g ASTH| i

Email: mgovet@tra.gov.ae
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