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2.5MILLION

TWEETS PER DAY IN THE UAE

THE LAWS OF THE UAE PROHIBIT THE PUBLICATION OF CONTENT WHICH IS
CONTRARY TO PUBLIC MORALS, THE PRINCIPLES OF ISLAM AND THE SOCIAL AND

MORAL WELFARE OF THE UAE. BE AWARE OF

THE FOLLOWING:

# You must not publish direct, specific threats of violence against others. This also includes hate speech, and content that is threatening

or contains graphic or gratuitous violence.

# You should think carefully about the content you are posting. You are responsible for the content that you post. You should bear this in
mind if you are posting content which you do not own or which contains material that is subject to someone else’s rights.

# You must not publish other people’s private information without their consent.
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Twitter

Twitter is an online social networking and micro blogging service. Registered users can send and
review text based messages known as “tweets”. Each message is a maximum of 140 characters
and is publicly available by default. Registered users can also share other content like photographs
and videos as well as links to other websites. Twitter is available via the Twitter website as well as
various mobile applications and SMS.

Twitter’s Terms of Service govern your access to and use of the service. There is a separate Privacy
Policy which deals with Twitter’s collection and use of your information. The Twitter Rules and
various other policies set out the boundaries of acceptable conduct when using the service. It is
important that users familiarise themselves with these terms as a violation of them could lead to
the removal of content or the deactivation of your account. It is also important to note that if you
undertake certain activities you may be breaking the law, even if you think you are complying with
Twitter’s terms.

1. Obligations

In signing up to Twitter, you have to agree to certain restrictions on the type of content that can be
published. It is important to take note of these because a violation of any one of them could result in
Twitter suspending or terminating your account. In any case, you may only use Twitter in compliance
with applicable laws. Many of the restrictions described below are no more than users should expect
under the laws of the UAE.

11 Morality and proper conduct
Users of Twitter must be aged 13 or above.
You must not publish direct, specific threats of violence against others. You are also prohibited
from using obscene or pornographic images. You may post potentially inflammatory content
provided you do not breach Twitter’s terms. Note, however, that your “Tweets” may still be in
breach of the laws of the UAE even if you think they comply with Twitter’s terms.
These restrictions are no more than users should expect under the laws of the UAE, which
prohibit the publication of content which is contrary to public morals, the principles of Islam
and the social and moral welfare of the UAE.

1.2 Harassment and defamation
Targeted abuse or harassment is prohibited. Twitter’s terms include a number of provisions
relating to “spamming”. You must not use Twitter for “spam” type communications, for
example:
*  ‘“re-tweeting” accounts through automated means in an attempt to draw attention to a
particular account or link;
e Aggressive “following” behavior (such as mass following and mass un-following for attention);
¢ Abusing the “@reply” function to post unwanted messages to users;
e Creating multiple accounts for disruptive or abusive purposes;
e Posting repeatedly to trending topics or posting duplicate updates to try to grab attention;
e Using third party websites that claim to get you more followers.
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1.3

1.4

1.5

Privacy

Twitter’s terms include provisions relating to respect for the privacy of others. You must not
publish other people’s private information without their consent. Private information could
include credit card information, addresses and telephone numbers, social security or national
identity numbers or images or videos that are considered private under UAE law.

Users should be aware of the associated risk under UAE law of claims for defamation and
breach of privacy involving the use of information including photographs and videos of other
people, without consent.

IT Security

The Twitter terms contain several provisions dealing with IT security and other technical
abuse of the service. In particular you must not:

* Access, tamper with or use non-public areas of the Twitter service;

* Probe, scan or test the vulnerability of the Twitter service or breach any security measures;
* Interfere with or disrupt the access of any user such as by sending a virus, overloading,
flooding, spamming or mail-bombing;

*  Publish or link to content which is malicious and intended to damage or disrupt another
user’s browser or computer or to compromise another’s privacy.

You are responsible for safeguarding your password. UAE laws also place obligations on
individuals for the purpose of managing online security threats.

Miscellaneous

There are a number of other obligations and restrictions that do not neatly fall into the
categories outlined above:

* Twitter’s terms contain provisions dealing with respect for other users’ rights in content.
You are responsible for the content which you post. You should bear this in mind if you are
posting content which you do not own or which contains material that is subject to someone
else’s rights (such as copyright or rights of privacy), as you will need to have the relevant
permissions to post the content;

*  You must not impersonate other users in a manner that is misleading or is intended to be
misleading. Twitter accounts portraying another person in a confusing or deceptive manner may
be permanently suspended. An account will not be suspended if two users merely share the
same name or if it is clear that a profile is unconnected to any similarly-named individuals. You
may create parody, commentary, or fan accounts; and

e There is a restriction on the creation of accounts for the purpose of preventing others
from using those accounts. Buying and selling Twitter usernames is also restricted.

2. Risks

21

Availability of information

By default, much of your profile information and the content that you post on Twitter will be
publicly available. This means your information will be available to any user of the service
(whether or not they have registered) throughout the world. Your public information will also
be searchable via search engines. Information which may be publicly available includes the
messages you “Tweet”, descriptive metadata such as when you “Tweeted”, any lists which
you create and the people you follow. The default position is normally to make information
public, however you can make some information private if you wish. You should think carefully
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2.2

2.3

about the content you are posting.

Collecting and sharing information

Twitter collects information whenever you interact with the service. Personal information is
collected upon registration such as your name, username, password and email address. Your
name and username will be publicly available. You will also be prompted to provide other
public profile information such as a biography, your location, a mobile telephone number and
a picture. Other information which Twitter may collect and use includes:

* Location information, which may be used to provide more relevant content like locally
trending stories;

* How you interact with the service by clicking on links. Twitter uses and shares this
information to provide targeted advertising

e Log data and other technical information created by Twitter whenever you interact with
the service (such as your IP address). This can be used to tailor content; and

* Information from advertisers about you which helps Twitter provide targeted advertising.
Twitter may share your publicly available information or other information about you which
has been combined with information about other users.

Rights in content

Twitter has broad rights to use and adapt the content which you post. Twitter may also pass
your content onto any other organisations or individuals who partner with Twitter, subject to
certain restrictions. These Twitter partners may also distribute your content.

3. Reporting

In this section, we identify issues that Twitter users may face and the tools they can use to report
problems. Twitter may suspend or terminate a user’s account at any time, including in the event
of a violation of Twitter’s terms. Twitter may also remove or withhold access to any content which
violates its policies or the law. Depending on the facts of each matter, there may also be actions that
can be taken at law and with the public prosecutor.

3.1

3.2

Violations of Twitter’s terms

Forinformation on reporting violations of Twitter’s terms including impersonation, unauthorised
trade mark use, unauthorised posting of private information, abusive behavior, spam, obscene
images and other violations of Twitter’s terms, go to http://support.twitter.com/groups/56-
policies-violations/topics/238-report-a-violation/articles/15789-how-to-report-violations#.
Depending on the issue, you will need to provide Twitter with certain supporting information
such as evidence of the problem.

Copyright infringement
Users may report copyright infringements by submitting a notice to Twitter. For a copy of the
relevant form see https://support.twitter.com/forms/dmca.

This summary is based on a review of the following Facebook terms: Statement of Rights and Responsibilities
dated 11 December 2012; Data Use Policy dated 11 December 2012; Facebook Community Guidelines.
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FACEBOOK: SOCIAL NETWORKING SERVICE
WITH OVER 1 BILLION ACTIVE USERS
WORLDWIDE. CREATE A PROFILE. ADD
FRIENDS. EXCHANGE MESSAGES.

You can define the audience for status updates
by clicking the menu on the status bar

TRTRTRTRTRTRTRTATS 2747474

69% MALE
CONTROL WHO CAN VIEW YOUR PROFILE THROUGH
31% FEMALE “PRIVACY SETTINGS” AT THE TOP OF YOUR PROFILE

THE LAWS OF THE UAE PROHIBIT THE PUBLICATION OF CONTENT WHICH IS
CONTRARY TO PUBLIC MORALS, THE PRINCIPLES OF ISLAM AND THE SOCIAL AND
MORAL WELFARE OF THE UAE. BE AWARE OF THE FOLLOWING:

# Do not tag other users without their consent. UAE law contains broad provisions relating to the protection of privacy and reputation.
# You should not share your password or otherwise do anything that might jeopardise the security of your account.

# Facebook has broad rights to use the content, which you post, and the right to use your content.in any way it wants.
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Facebook is a popular online social networking service. You must register to use the service, after
which you are prompted to create a personal profile and add other users as friends. The service offers
various features such as a personal timeline showing your activity, a news feed which aggregates
various information, messaging, photograph sharing, common-interest groups and pages.

Facebook is free to users and is available via a website and various mobile applications. It generates
most of its revenue from advertising. This means that one of the key considerations as a user of
Facebook is the way in which the company is able to share information which it collects about you,
particularly with other websites and applications.

Facebook has a Statement of Rights and Responsibilities which set out the terms you agree to when
you use Facebook, a Data Use Policy which explains how Facebook uses your data and Community
Guidelines setting out types of conduct which are unacceptable. It is important that users familiarise
themselves with these terms as a violation of them could lead to the removal of content or the
deactivation of your account. It is also important to note that if you undertake certain activities you
may be breaking the law, even if you think you are complying with Facebook’s terms.

1. Obligations

In signing up to Facebook, you have to agree to certain commitments. It is important to take note of
these commitments because a breach of any one of them could lead to Facebook blocking access
to your Facebook account. In any case, you must not use Facebook to do anything unlawful. Many
of the restrictions described below are no more than users should expect under the laws of the UAE.

1.1 Morality and proper conduct
*  Users of Facebook must be aged 13 or above.

* You must not post content on Facebook which includes hate speech, incites violence or
which is threatening or contains graphic or gratuitous violence. There is also a prohibition on
posting material which is pornographic or contains nudity.

. You are not allowed to operate any application which contains alcohol-related, dating
or other mature content without appropriate restrictions. There are also restrictions and
guidelines on the offering of competitions, promotions and other commercial communications,
like spam messages.

These restrictions are no more than users should expect under the laws of the UAE, which
prohibit the publication of content which is contrary to public morals, the principles of Islam
and the social and moral welfare of the UAE.

1.2 Harassment and defamation
Users must not bully, intimidate or harass others.
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1.3 Privacy

Facebook’s terms include provisions relating to respect for the privacy of others. You must not
post anyone else’s identification documents or sensitive financial information on Facebook.
If you collect information from others, you must make it clear that you are doing this and post
a privacy policy explaining what information is being collected and how it is being used.
There is a restriction on tagging other users without their consent. Users should be aware of
the associated risk under UAE law of claims for defamation and breach of privacy involving
the use of photographs and videos of other people without consent. UAE law contains quite
broad provisions relating to the protection of privacy and reputation so care needs to be
taken when posting information about others.

1.4 IT Security
A number of Facebook’s terms relate to IT security. You must not do anything to weaken
or damage the proper working or appearance of Facebook. For example, users must not
upload viruses or other malicious code.

There are also various terms which relate to the protection of individual user accounts.
You must not collect other users’ information or access Facebook using automated means
without Facebook’s permission. Facebook users must not provide false personal information
or create an account for anyone else without permission. You must not solicit login details
from another user or access another user’s account. Accounts must not be transferred to
anyone else without Facebook’s prior written permission. You must not create more than
one personal account and you must keep your contact information up-to-date. You should
not share your password or otherwise do anything that might jeopardise the security of your
account.

UAE laws also place obligations on individuals for the purpose of managing online security
threats.

1.5 Miscellaneous
Facebook’s terms also contain several provisions dealing with respect for other users’ rights.
There is a general restriction on users posting content that infringes someone else’s rights.

You are responsible for the content which you upload. You should bear this in mind if you are
posting content which you do not own or which contains material that is subject to someone
else’s rights (such as copyright or rights of privacy), as you will need to have the relevant
permissions to post the content.

If a user repeatedly infringes other people’s intellectual property rights (for example copyright
in a photograph), Facebook will disable that user’s account. There may also be actions that
can be taken at law.

2. Risks

21 Collecting and sharing information
When you register with Facebook, you are required to provide certain information such as
name and email address. In addition to basic registration details, Facebook also receives
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2.2

other types of information about you including information which you choose to share (like
posting a status update) and information which others share about you (like a photograph
tag). Facebook also collects a large amount of other user data such as:

e Data received whenever you interact with Facebook (for example, looking at someone
else’s timeline);

e Technical information received from the device used to access the service (such as your
location);

e Data from other companies like advertisers and game applications (such as how you
responded to an advertisement); and

e Data which Facebook puts together from the information it already has about you from
your interaction with Facebook. For example, Facebook might use your current city and
GPS data to suggest deals that you might be interested in.

Normally, information associated with your account will be kept until the account is deleted.
Facebook uses the information is collects for various purposes such as to improve its features
and to measure the effectiveness of advertising.

Facebook also shares information about you with third parties. When you connect with a
game, application or website through Facebook, Facebook will share your basic information.
This includes sharing your list of friends with that site to make the application or site social.
Similarly, your friends and the other people you share information with will be able to re-share
that information with others including games, applications and websites.

Facebook also shares your information with advertisers in order to deliver advertising and
to make adverts more relevant to you. This includes all the things you share and do on
Facebook. However Facebook will only do this once it has removed anything that personally
identifies you.

Facebook adverts may also be paired with social actions you have taken. For example,
if you “like” the page of a restaurant, an advert for the same restaurant may also mention
that you have “liked” that restaurant. Facebook provides tools to help you control what
information is shared.

Public Information

When you post content on Facebook, you can choose the specific audience for that content.
Facebook provides various tools to enable you to do this. If you choose to make your
information publicly available then anyone, including people off of Facebook will be able
to see it. Certain user information is always publicly available including your name, profile
pictures, gender and individual Facebook URL. You should only share information with
people that you trust because they will be able to pass that information on to others.

When another user shares information about you, that person can choose to make it public
or not. Itis also worth noting that when you comment on or “like” someone else’s story, or
write on their timeline, that person gets to select the audience.
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2.3 Rights in content
Another important consideration is that Facebook has very broad rights to use the content
which you post. Facebook has the right to use your content in any way it wants. Facebook
is free to transfer these rights to another company. Facebook’s right to use your content will
only end once you delete your content or your account and only once all users with which the
content has been shared have also stopped interacting with it.

3. Reporting

In this section, we identify issues that Facebook users may face and the tools they can use to report
problems. Facebook may remove any content which violates its policies or the law. Facebook may,
in appropriate circumstances and at its discretion, also disable and/or delete the accounts of users.
Depending on the facts of each matter, there may also be actions that can be taken at law and with
the public prosecutor.

3.1

3.2

3.3

3.4

Facebook help centre

Facebook’'s help centre can be found at https://www.facebook.com/help/
contact/?id=173545232710000#!/help/. From here you can access various information
and tools. General information on reporting issues is at https://www.facebook.com/help/#!/
help/181495968648557/.

Violations of Facebook’s terms

The main page for information on reporting violations of Facebook’s terms including abuse,
harassment, impersonation and spam, can be found at https://www.facebook.com/help/#!/
help/263149623790594/. This page includes information about the steps which you need to
take and the tools which you can use to report problems.

Intellectual property infringements

Users may report intellectual property infringements by submitting a notice to Facebook. The
main help page can be found at https://www.facebook.com/help/399224883474207/. This
includes general information about intellectual property rights and links for reporting specific
issues.

Privacy and use of data

You can ask questions relating to Facebook’s privacy policy by filling in the form at https:/
www.facebook.com/help/contact_us.php?id=173545232710000. This page includes links to
other information and forms for reporting violations of privacy rights.

This summary is based on a review of the following Facebook terms: Statement of Rights and Responsibilities
dated 11 December 2012; Data Use Policy dated 11 December 2012; Facebook Community Guidelines.
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YOUTUBE: A VIDEO-SHARING WEBSITE.
YOUTUBE ALLOWS BILLIONS OF PEOPLE
TO DISCOVER, WATCH AND SHARE
ORIGINALLY-CREATED VIDEOS.

ANV ANNANN AN AN ANN ANN AN A
1 U UVU VU VU VUV VUV

+ UNIQUE VISITORS TO YOUTUBE EVERY MONTH

100 hours of video o
uploaded to YouTube
every minute o

Mobile makes up nearly 40% of
the time spent on YouTube

THE LAWS OF THE UAE PROHIBIT THE PUBLICATION OF CONTENT WHICH IS
CONTRARY TO PUBLIC MORALS, THE PRINCIPLES OF ISLAM AND THE SOCIAL AND
MORAL WELFARE OF THE UAE. BE AWARE OF THE FOLLOWING:

# Users are prohibited from undertaking predatory behaviour, stalking, threats.and harassment of others. Harassment could include
copying a user's channel layout, using a similar username, or posing as another person.

# You'must only upload videos which you have made or which you are authorised to use.

#YouTube is'owned by‘Google. In‘using the YouTube service, you agree to Google’s terms relating to the collection and sharing of your
personal information.
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YouTube allows users to watch and share video content. Unregistered users can search for and
watch videos. Registered users can upload an unlimited number of videos. Most videos enable users
to leave comments. Much of the content is filmed and uploaded by individuals. The service also
offers professionally produced content including films, television programmes and music videos from
certain YouTube partners. The majority of videos are free to view and are supported by advertising.

The service is available via the YouTube website and various smartphone applications and television
set-top boxes. YouTube offers users the ability to view its videos on web pages outside the YouTube
website via an embeddable video player (known as “YouTube Player”).

YouTube’s Terms of Service, Privacy Policy and Community Guidelines apply to all users of the
service. Users agree to comply with these terms by using the service. It is therefore important that
users familiarise themselves with these terms. Certain violations of YouTube’s terms may also lead
to you breaking the law. It is also important to note that if you undertake certain activities you may
be breaking the law, even if you think you are complying with YouTube’s terms.

1. Obligations

In signing up to YouTube, you have to agree to certain commitments and restrictions on the type of
content that can be published. In any case, you must not upload content which contains material
which it is unlawful for you to possess or for YouTube to use. Many of the restrictions described
below are no more than users should expect under the laws of the UAE.

1.1 Morality and proper conduct
YouTube’s Community Guidelines are designed to reduce abuse of the site's features. In
particular, users must not upload content:
» Of a pornographic or sexually explicit nature;
*  Which encourages dangerous or illegal activities including instructional bomb making,
drug use, or other acts where serious injury may result;
*  Which includes graphic or gratuitous violence, or accidents. Documentary style content
may be acceptable, but content that is mainly intended to be shocking, sensational or
disrespectful is not;
*  Which promotes violence or hatred against individuals or groups based on certain attributes
such as race or religion.
In cases where a video is acceptable, but not appropriate for young viewers, YouTube may
apply an age-restriction

1.2 Harassment and defamation
Users are prohibited from undertaking predatory behavior, stalking, threats and harassment
of others. Harassment could include copying a user's channel layout, using a similar
username, or posing as another person. Any user found to be doing these things may be
permanently banned from YouTube. “Spam” style communications are also banned.
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1.3

1.4

1.5

Privacy

The invasion of other people’s privacy and the sharing of other people’s personal information
is prohibited. Private information could include personal details as well as other information
such as comments, images and videos. UAE law contains quite broad provisions relating to
the protection of privacy and reputation. Users should be aware of the risk under UAE law of
claims for defamation and breach of privacy involving the use of videos and images of other
people without consent.

IT Security

The Twitter terms contain several provisions dealing with IT security. Users must not
circumvent, disable or interfere with any IT security features of the YouTube service or any
features designed to prevent the copying of content.

You must not use any automated system (such as a robot, spider or offline reader) that
accesses the YouTube service in such a way that more requests are sent to the YouTube
servers in a given period than would be possible for any individual using a standard web
browser.

There are also various terms which relate to the protection of individual user accounts. You
must not collect any personal data of any other user. You must keep your YouTube account
details secure. You are responsible for all activity under your account and must report any
breach of security of your account that you become aware of. UAE laws also place obligations
on individuals for the purpose of managing online security threats.

Miscellaneous
There are a number of other obligations and restrictions that do not neatly fall into the
categories outlined above:
* You are prohibited from distributing or accessing any YouTube content through any
technology apart from the YouTube website and the YouTube Player without YouTube’s
consent;
e Users may only access the YouTube service for personal, non-commercial purposes.
Users must not use the YouTube service in order to solicit business. In particular, you must
not:

- charge for access to the service; or

- sell any advertising, sponsorship or other promotions for placement within the service
or items of YouTube content, subject to certain exceptions;
* You must not modify any part of the YouTube service, including any modifications, additions
or blocks to the YouTube Player;
e Content must only be streamed and must not be downloaded, stored or copied; and
*  You must only upload videos which you have made or which you are authorised to use.
You are responsible for the content which you upload. You should bear this in mind if you are
posting content which you do not own or which contains material that is subject to someone
else’s rights (such as copyright or rights of privacy), as you will need to have the relevant
permissions to upload the content to YouTube. YouTube may remove content that fails to
comply with its requirements or terminate a user’s access to YouTube for uploading content
in violation of its terms. YouTube will terminate a user’s access if they are found to have
infringed someone else’s copyright on more than two occasions.
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2. Risks
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Collecting and sharing information

YouTube is owned by Google. In using the YouTube service, you agree to Google’s terms
relating to the collection and sharing of your personal information. If you have a Google
account, you may find that your Google account details are used across all Google services,
including YouTube. Google may also combine personal information collected from its various
services.

In order to access certain aspects of the YouTube service, you have to create an account.
In doing so, you must provide information about yourself, like your name and email address.
Google may also collect other information about you when you interact with the YouTube
service, such as:

* How you view and interact with the advertising on the service;

* Technical information received from the device used to access the service;

e Log information such as your search terms and IP address;

* Location information; and

e Information via cookies and other anonymous identifiers.

Google uses this information to improve its services and to offer you tailored content, such
as suggested search terms and targeted advertising.

Google may share aggregated, non-personally identifiable information publicly and with its
partners, such as advertisers. Google may also engage other organisations to process
information on its behalf subject to privacy protections.

Google provides tools for you to manage the collection and use of your information such as
tools to change your advertising preferences.

2.2 Rights in content
Registered users of YouTube may upload content to the service. You retain ownership of
your content. However, in uploading it to YouTube, you give permission:
e To YouTube to use, reproduce, distribute and prepare derivative works of that content in
connection with the YouTube service and YouTube’s business generally including promoting
YouTube. YouTube may pass these rights on to another organisation if it wishes to do so;
and
*  Other users to access and use that content to the extent permitted by the functionality
of the service.
These broad rights of usage only terminate when you remove your content from YouTube.
YouTube is available publicly. This means that the content that you post on YouTube will be
publicly available. You should think carefully about the content you are posting.

3. Reporting

In this section, we identify issues that YouTube users may face and the tools they can use to report
problems. YouTube may terminate a user’s account in the event of a breach of any of its policies. A
user may also close their YouTube account at any time. Depending on the facts of each matter, there
may also be actions that can be taken at law and with the public prosecutor.




34

YouTube

31 YouTube reporting and enforcement
YouTube’s main page for reporting and enforcement can be found at http://www.youtube.
com/yt/policyandsafety/reporting.html. From here you can access various information and
tools for reporting content. As a first step, users may “flag” content which they think violates
YouTube’s Community Guidelines. In order to report more than one item of content or provide
more detailed information, YouTube has a reporting tool. This can be used to report abuse.

3.2 Privacy complaints

To file a privacy complaint, users should follow YouTube’s privacy complaint process at
https://support.google.com/youtube/answer/142443?hl=en.

3.2 Copyright infringement

Users can notify YouTube of copyright infringements by using the tool at http://www.youtube.
com/yt/copyright/copyright-complaint.html.

This summary is based on a review of the following terms: YouTube Terms of Service dated 28 March 2012;
Google Privacy Policy dated 24 June 2013; YouTube Community Guidelines.
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over 200 countries
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THE LAWS OF THE UAE PROHIBIT THE PUBLICATION OF CONTENT WHICH IS
CONTRARY TO PUBLIC MORALS, THE PRINCIPLES OF ISLAM AND THE SOCIAL AND
MORAL WELFARE OF THE UAE. BE AWARE OF THE FOLLOWING:

# Members are prohibited from falsely misrepresenting their identity (including the use of a pseudonym) or that of previous employment,

qualifications and offiliations.

# Members must be a minimum age of 13 years.

# Pursuant to LinkedIn’s Privacy Policy, LinkedIn is entitled to share personal.information from registered users with various third parties.
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LinkedIn

LinkedIn is a popular online professional networking service. LinkedlIn is available via a website and
various mobile applications. You must register to use the service, after which you are prompted to
create a personal profile and add other registered users as professional contacts.

The service offers various features such as a news feed (which aggregates various information),
messaging, and a personal profile page setting out the user’s professional experience and common-
interest groups. LinkedIn also offers various forums such as LinkedIn Groups, where users can post
their observations and comments on designated topics.

LinkedIn has a User Agreement which sets out the terms that users must agree to when using
LinkedIn, and a Privacy Policy setting out types of conduct which are unacceptable. It is important
that users familiarise themselves with these terms as a violation of them could lead to the removal
of content or the deactivation of their account. It is also important for users to note that they may be
breaking the law if they undertake certain activities, even if they are complying with LinkedIn’s terms.

1. Obligations

In signing up to LinkedIn, users have to agree to certain commitments. Many of the restrictions
described below are no more than users should expect under the laws of the UAE.

1.1 Proper conduct
LinkedIn’s terms set out a number of “DOs” and “DON’Ts”, and set out a number of provisions
that prohibit registered users from engaging in improper conduct. Specific prohibitions
include:
» Using or attempting to use another user’s account or creating a false identity on LinkedIn.
* Acting dishonestly or unprofessionally (e.g. by posting inappropriate, inaccurate, or
objectionable content to LinkedIn).
e Transmitting or otherwise making available any content that:
* Falsely misrepresents a user’s identity (including by the use of a pseudonym) or that
misrepresents the user’s current or previous positions, qualifications, or affiliations; or
* includes any unsolicited or unauthorized advertising, promotional materials, “junk mail,”
“spam,” “chain letters,” “pyramid schemes,” or any other form of solicitation.
* Participating in the development of a network that seeks to create a pyramid scheme or
other similar practices.
e Harassing, abusing or harming another person, including sending unwelcomed
communications to others using Linkedin.

1.2 Privacy

UAE law contains quite broad provisions relating to the protection of privacy and reputation
so care needs to be taken when posting information about others. Several of LinkedIn’s
terms set out provisions which are generally aimed at prohibiting users from:

e Transmitting or otherwise making available any content that includes information that
a user does not have the right to disclose under any law or under contractual or fiduciary
relationships.

* Collecting, using, copying, or transferring any information, including personally identifiable
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1.3

1.4

information obtained from LinkedIn except as expressly permitted.
e Sharing information of non- Linkedln members without their express consent.
e Selling access to LinkedIn information in whole or part.

IT Security

A number of LinkedIn’s terms relate to IT security. Such provisions are generally aimed at
prohibiting users from using LinkedIn to:

e Transmit or otherwise make available any content that contains software viruses, worms,
or any other computer code, files or programs that interrupt, destroy or limit the functionality
of any computer software or hardware or telecommunications equipment of LinkedIn or any
user of LinkedIn.

* Reverse engineer, decompile or otherwise attempt to derive the source code for any
underlying intellectual property used to provide the LinkedIn services.

*  Adapt, modify or create derivative works based on LinkedIn or other LinkedIn members’
content, except as permitted under LinkedIn’s developer program.

» Deep-link to the LinkedIn website for any purpose (i.e. creating or posting a link to a
LinkedIn web page other than LinkedIn’s home page) unless expressly authorized in writing
by LinkedIn.

* Engage in “framing,
LinkedIn’s website.

e Attempt to or actually access LinkedIn by any means other than through the interfaces
provided by LinkedIn.

 Engage in any action that directly or indirectly interferes with the proper working of or
places an unreasonable load on LinkedIn’s infrastructure.

”

mirroring,” or otherwise simulating the appearance or function of

Miscellaneous

There are a number of other obligations that do not neatly fall into the categories outlined
above. In summary:

e LinkedIn has various criteria that users must meet, including the following: users must
be a minimum age of 13 years; must not be currently restricted from the LinkedIn website, or
not otherwise prohibited from having a LinkedIn account; users must not be a competitor of
LinkedIn or using the LinkedIn services for reasons that are in competition with LinkedIn; and
user must maintain one LinkedIn account at any given time.

e LinkedIn offers a ‘premium service’ for which users must pay in order to access and
benefit. Payments may be subject to additional exchange fees, and users are liable to pay
for the premium services for which they sign up to. A user’s obligation to pay fees for the
premium services continues through the end of the subscription period during which the user
cancels its subscription.

2. Risks

21

Collecting and sharing information

When registering, users agree to the LinkedIn terms relating to the collection and sharing of
personal information. To access the LinkedIn service, users have to create an account and in
doing so, users must provide personal information, such as their name, age, location, gender
and email address. In addition to basic registration details, LinkedIn also receives other types
of information about users such as their professional working history and current form
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of employment. Users do have the option to withdraw or modify their consent to LinkedIn’s
collection and processing of the information they provide at any time by changing their
settings, changing their profile or by closing their account. LinkedIn also collects a large
amount of other user data by way of cookies and similar technologies.

Pursuant to LinkedIn’s Privacy Policy, LinkedIn is entitled to share the above mentioned
information, collected from registered users, with various third parties (including service
providers, legal and regulatory authorities and advertisers).

2.2 Pubic Information

When users post content on LinkedIn, they can choose the specific audience for that content.
LinkedIn provides various tools to enable you to do this. If you choose to make your information
publicly available then anyone, including people who are not on LinkedIn, will be able to see
it. Certain user information is always publicly available including your name, profile pictures,
gender and individual LinkedIn URL. Users should note that any information they share on
LinkedIn can be shared by others.

In addition, a user’s public profile may be indexed by search engine websites. Users can
request to have their profile indexed by any search engine website and/or to have content
removed from search engine websites by opting out of this feature in the user’s settings.
However, third-party search engines may not automatically update their caches, which may
contain old public profile information. Unless the user deletes it, their profile on LinkedIn is
always viewable.

2.3 Rights in content
Another important consideration is that LinkedIn has very broad rights to use the content
which you post. User’s should ensure that the content they upload onto the LinkedIn website
is not confidential and does not contain any infringing material. LinkedIn has the right to
use your content in any way it wants, and it is not under any obligation of confidentiality with
respect to the content a user uploads.

24 Termination

LinkedIn has broad scope to restrict, suspend or terminate the account of any member who
abuses or misuses the services offered on the LinkedIn website. Misuse of these services
includes inviting other members, whom you do not know, to connect; abusing the LinkedIn
messaging services; creating multiple or false profiles; using the services commercially
without LinkedIn’s authorization; infringing any intellectual property rights; violating any of the
Do’s and Don'’ts listed in the User Agreement; or any other behavior that LinkedIn, in its sole
discretion, deems contrary to its purpose.

3. Reporting

In this section, we identify issues that LinkedIn users may face and the tools they can use to report
problems. Linkedln may remove any content which violates its policies or the law. LinkedIn may,
in appropriate circumstances and at its discretion, also disable and/or delete the accounts of users.
Depending on the facts of each matter, there may also be actions that can be taken at law and with
the public prosecutor.
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3.1

3.2

3.3

Copyright infringement

Users may report conduct that constitutes an infringement of their copyright or other proprietary
rights by submitting a notice of copyright infringement to https://www.docusign.net/MEMBER/
PowerFormSigning.aspx?PowerFormld=2c942a5c-2db7-4cf1-b713-c3dd41cebe3b#, or
else by providing written communication to LinkedIn Corporation, Attention Copyright Agent,
2029 Stierlin Court, Mountain View, CA, 94043, USA, with details such as a description of
the copyrighted work that the user claims has been infringed, a description specifying the
location on the LinkedIn website of the infringing material, a statement that the user has a
good faith belief that the disputed use is not authorized by the copyright owner, its agent, or
the law and a statement that the information in the notice is accurate and that you are the
copyright owner or authorized to act on the copyright owner’s behalf.

Users may contest the removal of the allegedly infringing, inaccurate or unlawful
content by completing a Counter-Notice Regarding Claim of Content and Intellectual
Property Violations Form at https://www.docusign.net/ MEMBER/PowerFormSigning.
aspx?PowerFormld=749aabb7-1105-42de-9953-e8919d580e3b#.

Objectionable content

Users may report content that is inaccurate or unlawful by submitting a notice at http://
help.linkedin.com/app/ask/path/ccm, or else by notifying LinkedIn in writing at LinkedIn
Corporation, Attention Content Complaint Manager, 2029 Stierlin Court, Mountain View, CA,
94043, USA with details of the inaccurate or unlawful content.

Users may contest the removal of the allegedly infringing, inaccurate or unlawful
content by completing a Counter-Notice Regarding Claim of Content and Intellectual
Property Violations Form at hitps://www.docusign.net/MEMBER/PowerFormSigning.
aspx?PowerFormld=749aabb7-1105-42de-9953-e8919d580e3b#.

Privacy and use of data

You can ask questions relating to LinkedIn’s privacy policy by filling in the form at http://help.
linkedin.com/app/ask/path/ppg, or writing to LinkedIn Ireland, Attention Privacy Policy Issues,
Gardner House, Wilton Place, Wilton Plaza, Dublin 2, Ireland.

This summary is based on a review of the following LinkedIn terms: User Agreement dated 12 September
2013; Privacy Matters dated 12 September 2013.
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uploaded daily to Flickr

YAHOO! MAIL

If you are uploading a “set” of
photos to flickr, make sure your
favourite is the last one you upload
or add. It will feature as the
thumbnail for that particular set

THE LAWS OF THE UAE PROHIBIT THE PUBLICATION OF CONTENT WHICH IS
CONTRARY TO PUBLIC MORALS, THE PRINCIPLES OF ISLAM AND THE SOCIAL AND
MORAL WELFARE OF THE UAE. BE AWARE OF THE FOLLOWING:

# Members of Yahoo! Mail or Flickr are prohibited from using such services to harass, stalk, threaten, abuse or harm a person or a minor
in any way.

# Content up

loaded to Flickr must not contain any nudity and must be suitable for viewing by people of all ages. Users are required to

use content filters when uploading their photos and videos, marking their content as “safe”, “moderate” or “restricted”.

# Registered

users with Yahoo! should note that by interacting or viewing a targeted advertisement, they are consenting fo the possibility

that the advertiser will assume that the user meets the targeting criteria used to display the advertisement.
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Yahoo! and Flickr

Yahoo! in the Middle East is known as Yahoo! Maktoob. Yahoo! Maktoob has general Terms of
Service that apply to all of its products, such as Yahoo! Mail and Flickr. It is important for users of
Yahoo! Mail and Flickr familiarise themselves with these Terms of Service, as well as the Yahoo!
Maktoob Privacy Policy and Copyright and Intellectual Property Policy (collectively, “Terms and
Conditions”). Flickr also has Community Guidelines that apply to users.

Yahoo! Mail

Yahoo! Mail is a free email service which allows registered users to read, receive, send and organise
electronic messages. Users can sign up directly with Yahoo! Maktoob to have an account with
Yahoo! Mail, or users can register for an account with Yahoo! Mail via their Facebook account. If
signing up through Facebook, Yahoo! Maktoob imports your public profile information from a users
Facebook account, including friend list, email address, News Feed, relationships, birthday, work
history, education history, current city, follows and followers, likes and your friends' birthdays, work
histories, education histories, current cities and likes.

Registered users of Yahoo! Mail can access their Yahoo! Mail account online or via a smartphone
or tablet. Key features of Yahoo! Mail include spam protection and security protection; unlimited
storage capabilities; Yahoo! instant messenger; and access to some of Yahoo!'s applications such
as Flickr.

Flickr

Flickr is an online photo and video managing website (www.flickr.com) and sharing application
accessible online and via smartphones and tablets. Users of Flickr are generally individuals, who
can upload, store, sort and share photos and video footage. Users can browse and buy photos on
Flickr, and can also use the various functions and features of Flickr, including Flickr Blog and the
editing function to edit photographs. Flickr also features an event platform known as “MeetUp”,
allowing Flickr users to search for and attend social events in the UAE at which other Flickr users
may also be in attendance. MeetUp has its own terms and conditions, with which users should also
familiarise themselves.

1. Obligations

In this section, we consider the Terms and Conditions that prohibit users from posting and transmitting
certain types of content on Yahoo! Mail or Flickr, as well as the Community Guidelines which are
specific to Flickr users and which set out what Flickr users can and cannot do when using Flickr. Itis
important for users to take note of their obligations under these Terms and Conditions / Community
Guidelines because a breach may result in consequences such as the removal of prohibited content
and the deactivation of the violating user’s account. Separate to the risk of breaching the Terms and
Conditions / Community Guidelines, it is important to note that the type of conduct at issue could also
attract liability under UAE law.
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1.1

1.2

1.3

Morality and proper conduct

The Terms and Conditions / Community Guidelines place restrictions on content that may
be transmitted through Yahoo! Mail and posted/uploaded on Flickr. Registered users are
prohibited from transmitting and posting content that is inconsistent with public morals and
good conduct. Such content includes unlawful, vulgar, obscene, tortuous, hateful or racially,
ethnically or otherwise objectionable.

These restrictions are no more than users should expect under the laws of the UAE, which
prohibit the publication of content that is contrary to public morals, the principles of Islam, and
the social and moral welfare of the UAE.

Harassment and defamation

Several provisions in the Terms and Conditions are pointed at harassment. Such provisions
are generally aimed at prohibiting users from using Yahoo! Mail or Flickr to:

. Harass, stalk, threaten or abuse a person, or harm a person or a minor in any way; or
e Create or submit unwanted email, comments, likes or other forms of commercial or
harassing “spam” type communications to any users, including “chain letters”, “junk mail” and
‘pyramid schemes”.

The Terms and Conditions explicitly prohibit the use of Yahoo! Mail or Flickr to upload, post,
email, transmit or otherwise make available defamatory harmful content.

Again, these restrictions are no more than users should expect under the laws of the UAE.
Users should be aware of the risk under UAE law of claims of defamation or breach of privacy

involving the unauthorised use of information or photographs of other people.

IT security

The Terms and Conditions contain several provisions that relate to IT security. Such provisions
can be summarised as follows:

e |tis prohibited to upload, post, email, transmit or otherwise make available any material
that contains software viruses or any other computer code, files or programs designed to
interrupt, destroy or limit the functionality of any computer software or hardware or equipment.
e |tis prohibited to interfere with or disrupt the Yahoo! Mail or Flickr services or servers
or networks connected to the Yahoo! Mail or Flickr services, or disobey any requirements,
procedures, policies or regulations of networks connected to the Yahoo! Mail or Flickr services,
including using any device, software or routine to bypass our robot exclusion headers.

e Users must warrant and represent that they will not transfer software, technology, and
other technical data via the Yahoo! Mail or Flickr services to export-prohibited parties or
countries; will not use the Yahoo! Mail or Flickr services for military, nuclear, missile, chemical
or biological weaponry end uses in violation of U.S. export laws, Jordanian laws (Yahoo!
is also set up as a company in Jordan), or any other applicable laws; and will not transfer,
upload, or post via the Yahoo! Mail or Flickr services any software, technology or other
technical data in violation of U.S. or other applicable export or import laws.

Users should be careful not to violate these provisions because any inappropriate conduct
in this regard may result in Yahoo! deactivating the violating user’s account. In the UAE,
the Cyber Crime Law places similar obligations on individuals for the purpose of managing
online security threats, and it is possible that a breach of the Terms and Conditions could also
form the basis of a complaint under the Cyber Crimes Law.
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1.4 Miscellaneous
There are a number of other obligations that do not neatly fall into the categories outlined
above. In summary there are prohibitions on:
e Collecting or storing personal data of other Yahoo! Mail or Flickr users in connection with
the prohibited acts set out in the Terms and Conditions;
e Impersonating a person or an entity, including any Yahoo! official, forum leader, guide or
host, or falsely state or otherwise misrepresent a user’s affiliation with a person or entity; and
e Reproducing, reverse engineering, duplicating, copying, selling, trading, reselling or
exploiting for any commercial purposes the Yahoo! Mail or Flickr services (including the
content, advertisements, software and a user’s Yahoo! ID).

1.5 Flickr Community Guidelines
Flickr users must also comply with the Community Guidelines, which set out a list of “What
to Do” and “What Not to Do”. These guidelines contain similar provisions as the Terms and
Conditions, however there is an additional obligation on users to moderate the content they
upload. Specifically, content must not contain any nudity and must be suitable for viewing
by people of all ages, including children. Users are required to use content filters when
uploading their photos and videos, marking their content as “safe”, “moderate” or “restricted”.

2. Risks

In this section, we consider the Terms and Conditions that expose users to risks when it comes to
advertising and personal information. By using Yahoo! Mail or Flickr, users grant Yahoo! the right to
use, reproduce, modify, distribute, publish, translate, publicly perform and publicly display content
that users submit or make available for inclusion on publicly accessible areas of Yahoo! Mail or Flickr.
In light of the personal nature of Yahoo! Mail, users should take care when using this service so as to
not disclose any private information into the public domain. Users are responsible for any personal
information disclosed in the public domain and, as such, should be aware that any disclosure of
private information about someone else, without that person’s permission, may breach UAE law.
Additionally, Yahoo! shares its registered users’ personal information with various third parties for the
purpose of providing the Yahoo! Mail and Flickr services.

21 Sharing of user information
Yahoo! collects the following type of information from registered users:
*  Personal information (including name, email address, birth date, gender, occupation,
personal interests);
* Analytics information (such as user transactions with Yahoo! and information about users’
use of financial products and services that Yahoo! offers);
+  Cookies and similar technologies; and
* Log file information (e.g. web request, IP address and browser information).
Pursuant to Yahoo!'s Privacy Policy, Yahoo! is entitled to share the above mentioned
information, collected from registered users, with various third parties (including service
providers, legal and regulatory authorities and advertisers).
However, registered users can take comfort in the fact that when such information is disclosed
to third parties who work on behalf of Yahoo!, it is disclosed under confidentiality agreements.
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2.2

Advertising

Yahoo! displays targeted advertisements on Yahoo! Mail and Flickr based on personal
information. Yahoo! does not provide any personal information to the advertiser when a
registered user interacts or views a targeted advertisement. However, registered users
should note that by interacting or viewing a targeted advertisement, they are consenting to
the possibility that the advertiser will assume that the user meets the targeting criteria used
to display the advertisement.

Additionally, Yahoo! may allow other companies that are advertising on Yahoo! Mail or Flickr
to set and access their cookies on a user’s computer. Such other companies do not have
access to Yahoo!’s cookies.

3. Reporting

In this section, we identify issues Yahoo! Mail or Flickr users may face, from time to time, and the
tools they can use to report activity and conduct that violates their rights. Depending on the facts of
each matter, there may be actions that can be taken at law and with the public prosecutor in relation
to each of the below. Registered users should therefore keep in mind that although their posts may
seem temporary and trivial, the consequences can be quite the opposite.

3.1

3.2

3.3

Objectionable content

Generally, content thatis contrary to the Terms and Conditions (and the Community Guidelines
for Flickr users) may be actionable and subject to removal from Yahoo! Mail or Flickr. Yahoo!
may, in appropriate circumstances and at their discretion, also disable and/or terminate the
accounts of users who may be repeat infringers.

Users may report claims of objectionable content (as well as any other violations of the Terms
and Conditions (and the Community Guidelines for Flickr users)) by visiting https://io.help.
yahoo.com/contact/index?locale=en_JO&page=contact.

Copyright infringement

Users of Flickr need to ensure that the content they upload is original and not copied from a
third party. Infringing material may be actionable and subject to removal from Flickr. Yahoo!
may, in appropriate circumstances and at their discretion, also disable and/or terminate the
accounts of users who may be repeat infringers.

Users may report conduct that constitutes an infringement of their copyright or other proprietary
rights by submitting a notice to Yahoo!’s Copyright Agent at copyright-maktoob@yahoo-
inc.com. The notice needs to include information from the user such as a description of the
copyrighted work or other intellectual property that the user claims has been infringed, and a
statement that the user has a good faith belief that the disputed use is not authorised by the
copyright or intellectual property owner, its agent, or the law.

Phishing, spam, account hacking

Registered users of Yahoo! Mail and Flickr may, at one time or another, find that they are
the victim of a phishing scam, or that they are the recipient of spam emails, or find that their
account has been compromised.

Registered users may report conduct that constitutes phishing or spam by emailing a Yahoo!
support agent at https://io.help.yahoo.com/contact/index#channel-options.



https://io.help.yahoo.com/contact/index%3Flocale%3Den_JO%26page%3Dcontact
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60

Yahoo! and Flickr

Registered users should frequently read up on how to protect their security on Yahoo! Mail
and Flickr by visiting http://security.yahoo.com/your-security-on-yahoo/ and http://security.
yahoo.com/top-security-tips-000000070.html.

This summary is based on a review of the following terms: Terms of Service, dated 23 March 2011; Privacy
Policy, dated 2 July 2012; Copyright and Intellectual Property Policy (undated); Flickr Community Guidelines
(undated).
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Instagram is a mobile photo-sharing smartphone/tablet application. It allows registered users to take,
edit, upload and share photographs on different social media platforms, such as Facebook and
Twitter. One of the key aspects that makes Instagram so popular is the editing function, which allows
users to apply special effects to photographs by using ‘filters’. Users of Instagram are generally
individuals, although many companies have Instagram profiles to which they upload photos.

Itis important that Instagram users familiarize themselves with all Instagram’s Terms and Conditions,
but for convenience we have reviewed Instagram’s Terms of Use and Privacy Policy to identify
‘key’ points that consumers should note. We have summarized these key points under the following
headings: Obligations, Risks and Reporting. We have used these headings because they allow us
to highlight the responsibility of users in relation to their use of Instagram, identify the risks that users
should note before electing to use Instagram, and set out the means available to users for lodging
complaints in respect of a breach of their rights.

1. Obligations

In this section, we consider the Terms and Conditions that prohibit users from posting certain types of
content on Instagram. It is important for users to note such terms and conditions because a breach
of such Terms and Conditions may result in consequences such as the removal of prohibited content
and the deactivation of the violating user’s account. Separate to the risk of breaching Instagram’s
Terms and Conditions, it is important to note that the type of conduct at issue could also attract
liability under UAE law.

1.1 Morality and proper conduct

Instagram’s Terms and Conditions place restrictions on content that may be posted on
Instagram. Registered users are prohibited from posting content that is inconsistent with public
morals and good conduct. Such content includes violent, nude, partially nude, discriminatory,
unlawful, infringing, hateful, pornographic or sexually suggestive photos or other content.
These restrictions are no more than users should expect under the laws of the UAE, which
prohibit the publication of content that is contrary to public morals, the principles of Islam, and
the social and moral welfare of the State.

1.2 Harassment and defamation
Several provisions in the Instagram Terms and Conditions are pointed at harassment. Such
provisions are generally aimed at prohibiting users from using Instagram in order to:
e Harass, bully, abuse, threaten or intimidate people or entities; and
e Create or submit unwanted email, comments, likes or other forms of commercial or

harassing “spam” type communications to any Instagram users.

The Instagram Terms and Conditions explicitly prohibit the publication of defamatory content
on Instagram.
Again, these restrictions are no more than users should expect under the laws of the UAE.
Users should be aware of the risk under UAE law of claims of defamation or breach of
privacy involving the unauthorized use of photographs of other people.
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1.3

1.4

1.5

Privacy

The Instagram Terms and Conditions prohibit registered users from using the service to
breach the privacy of another. This includes by using the service in order to post private or
confidential information via the Service, including credit card information, social security or
national identity numbers, non-public phone numbers or non-public email addresses.
These prohibitions are consistent with the laws of the UAE, which generally prohibit the
publication of content, including photographs, which violate individual privacy. It is important
for users to take care that no private and inappropriate content is posted on Instagram that
may give rise to an aggrieved person seeking to have the content removed.

IT Security

The Instagram Terms and Conditions contain several provisions that relate to IT security.
Such provisions can be summarized as follows:

e Changing, modifying, adapting or altering the Instagram service or changing, modifying
or altering another website so as to solely imply that it is associated with Instagram;

* Interfering or disrupting the Instagram service or servers or networks connected to the
Instagram service, including by transmitting any worms, viruses, spyware, malware or any
other code of a destructive or disruptive nature;

* Injecting content or code or otherwise altering the Instagram site; and

e Creating accounts with the Instagram service through unauthorized means, including but
not limited to, by using an automated device, script, bot, spider, crawler or scraper.

Users should be careful not to violate these provisions because any inappropriate conduct
in this regard may result in Instagram deactivating the violating user’s account. In the UAE,
the Cyber Crime Law places similar obligations on individuals for the purpose of managing
online security threats, and it is possible that a breach of the Instagram Terms and Conditions
could also form the basis of a complaint under the Cyber Crimes Law.

Miscellaneous

There are a number of other obligations that do not neatly fall into the categories outlined
above. In summary there are prohibitions on:

e Using domain names or web URLs in their username without prior written consent from
Instagram;

e Soliciting, collecting or using the login credentials of other Instagram users; and

e Creating an account for anyone other than yourself (with the exception of people or
businesses expressly authorized to create accounts on behalf of their employees or clients).
These prohibitions are generally aimed at maintaining the integrity of the Instagram service.
As well as providing a basis for deactivating the violating user’s account, such conduct could
also breach the Cyber Crimes Law.

2. Risks

In this section, we consider the Terms and Conditions that expose users to risks when it comes to
advertising and personal information. By using Instagram, users grant Instagram the right to share
their content with advertisers for the purpose of ‘pushing’ particular brands into users’ timelines.
Additionally, Instagram shares registered users’ personal information with third party service providers
for the purpose of providing the Instagram service.
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21 Sharing of your information
Instagram collects the following type of information from registered users:
e  Personal information (including email address, profile information and user content);
e Analytics information including usage information (i.e. the web pages you visit, add-ons etc.)
e Cookies and similar technologies
e Log file information (e.g. web request, IP address and browser information)
* Device identifiers (i.e. data files that identify your mobile device)
* Metadata
Pursuant to Instagram’s Privacy Policy, Instagram is entitled to share the above mentioned
information, collected from registered users, with third parties (including service providers
and advertisers). However, registered users can take comfort in the fact that such information
is ‘anonymized’ so that it personal information is not identifiable.

2.2 Advertising

The Instagram service is supported by advertising revenue. To this end, Instagram may
display advertisements and promotions on the platform. By using the service, registered
users grant Instagram the right to use their content in conjunction with the advertising and
promotions on the service. This means that by virtue of using the Instagram service, user
content may be disclosed to advertisers for the purpose of selling products. This appears
to mean that advertisers can use user content as a means of targeting advertising (and not
simply use user content, as if it were their own, in advertising campaigns, etc.). Users that
don’t want their content disclosed to anyone other than their circle of friends should consider
this point before electing to use the Instagram service.

3. Reporting

In this section, we identify issues Instagram users may face, from time to time, and the tools they
can use to report activity and conduct that violates their rights. Generally, content that is contrary
to Instagram’s Terms and Conditions and Privacy Policy may be actionable and subject to removal
from Instagram.

3.1 The service provides tools for registered users to report claims. The following types of claims
may be reported by visiting http://help.instagram.com/customer/portal/articles/270501:
e Hacked accounts
* Impersonation accounts:
* Underage children
* Harassment or bullying
e Intellectual property infringement
* Abuse and spam
e Exposed private information
e Other types of reports
Depending on the facts of each matter, there may be actions that can be taken at law and
with the public prosecutor in relation to each of the above. Registered users must therefore
keep in mind that although their posts may seem temporary and trivial, the consequences
can be quite the opposite.

This summary is based on a review of the following Instagram terms: Terms of Use dated 19 January 2013;
Privacy Policy dated 19 January 2013.
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GMAIL: FREE EMAIL SERVICE PROVIDED
BY GOOGLE. ACCESS GMAIL AS SECURE
WEBMAIL WITH AN INITIAL STORAGE
CAPACITY OF 1 GB PER USER.

Add bright “labels” to important emails so
they’re easier to find in your inbox

x30

Spice up your
profile with a
selection of

1T e ™

There are more than 425 million
Gmail 'users worldwide

THE LAWS OF THE UAE PROHIBIT THE PUBLICATION OF CONTENT WHICH IS
CONTRARY TO PUBLIC MORALS, THE PRINCIPLES OF ISLAM AND THE SOCIAL AND
MORAL WELFARE OF THE UAE. BE AWARE OF THE FOLLOWING:

# Gmail members should never impersonate another person (via the use of an email address or otherwise) or otherwise misrepresent
themselves or the source of any email.

# Users are prohibited from sending, uploading, distributing, disseminating or offering to do the same with respect to any unlawful,
defamatory, harassing, abusive, fraudulent, infringing, obscene or otherwise objectionable content.

# Users must not intentionally distribute viruses, worms, defects, Trojan horses, corrupted files, hoaxes, or any items of a destructive or
deceptive nature, as well as conducting or forwarding pyramid schemes.




78

Gmail

Gmail

Gmail is a free email service provided by Google which allows registered users to read, receive,
send and organise electronic messages. Registered users of Gmail can access their Gmail account
online or via a smartphone or tablet. A key feature of Gmail is Gmail’s integration with Google Drive,
a cloud storage solution enabling users to access their stored information (photographs, emails,
data, personal information) on Google Drive on any computer.

Google has general Terms of Service that applies to users of Gmail. It is important for users of
Gmail to familiarise themselves with the Terms of Use, as well as Google’s Privacy Policy and Gmail
Program Policies (collectively, “Terms and Conditions”).

1. Obligations

In this section, we consider the Terms and Conditions that prohibit users from transmitting certain
types of content through Gmail. We also consider the Terms and Conditions that prohibit users from
posting, uploading or sharing content in publicly available areas of Gmail. It is important for users
to take note of their obligations under these Terms and Conditions because a breach of such Terms
and Conditions may result in consequences such as the removal of content that violates the Terms
and Conditions, or the deactivation of the violating user’s account. Separate to the risk of breaching
the Terms and Conditions, it is important to note that the type of conduct at issue could also attract
liability under UAE law.

1.1 Proper conduct
Several provisions in the Terms and Conditions prohibit registered users from engaging in
improper conduct. Specific prohibitions include:
» Creating multiple user accounts in connection with any violation of the Terms and Conditions
orcreating user accounts by automated means or underfalse orfraudulent pretenses;
* Impersonating another person (via the use of an email address or otherwise) or otherwise
misrepresent yourself or the source of any email;
*  Promoting or encouraging illegal activity; and
¢ Using Gmail to violate the legal rights (such as rights of privacy and publicity) of others.

1.2 Immoral conduct, harassment and defamation
Several provisions in the Terms and Conditions are pointed at harassment. Such provisions
are generally aimed at prohibiting users from using Gmail to:
* send, upload, distribute, disseminate or offer to do the same with respect to any unlawful,
defamatory, harassing, abusive, fraudulent, infringing, obscene, or otherwise objectionable
content; and
e transmit content that may be harmful to minors.
These restrictions are no more than users should expect under the laws of the UAE, which
prohibit the publication of content that is contrary to public morals, the principles of Islam, and
the social and moral welfare of the UAE.
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1.3 IT security

The Terms and Conditions contain several provisions that relate to IT security. Such provisions
can be summarised as follows:
* Users are prohibited from generating or facilitating unsolicited commercial email ("spam").
Such activity includes, but is not limited to:

- Imitating or impersonating another person or his, her or its email address, or creating
false accounts for the purpose of sending spam.

- Sending unauthorised mail via open, third-party servers.

- Sending unsolicited emails to significant numbers of email addresses belonging to
individuals and/or entities with whom the user has no preexisting relationship.
* Users are also prohibited from intentionally distribute viruses, worms, defects, Trojan
horses, corrupted files, hoaxes, or any other items of a destructive or deceptive nature, as
well as conducting or forwarding pyramid schemes.
Users should be careful not to violate these provisions because any inappropriate conduct
in this regard may result in Google deactivating the violating user’s account. In the UAE,
the Cyber Crime Law places similar obligations on individuals for the purpose of managing
online security threats, and it is possible that a breach of the Terms and Conditions could also
form the basis of a complaint under the Cyber Crimes Law.

1.4 Miscellaneous
There are a number of other obligations that do not neatly fall into the categories outlined
above. In summary:
* Users are required to sign into their email account at least once every nine (9) months.
Google may terminate a user’s account if a user fails to do so.
* Users may not illegally transmit another's intellectual property or other proprietary
information without such owner's or licensor's permission.
* Users are prohibited from removing, altering or obscuring any legal notices displayed in
or along with Gmail

2. Risks

In this section, we consider the Terms and Conditions that expose users to risks when it comes to
advertising and personal information. By using Gmail, users grant Google (and its partners) the
right to use, host, store, reproduce, modify, create derivative works, communicate, publish, publicly
perform, publicly display and distribute such content (to the extent such content is in the public
domain). The rights granted are for the limited purpose of operating, promoting, and improving
Gmail, and developing new Google services.

In light of the personal nature of Gmail, and the fact that information shared publicly using Gmail
may be indexable by search engines (including Google), users should take care when using this
service so as to not disclose any private information into the public domain. Users are responsible
for any personal information disclosed in the public domain and as such, should be aware that any
disclosure of private information about someone else, without that person’s permission, may breach
UAE law.

2.1 Using and sharing of user information
Gmail collects the following type of information from registered users:
e personal information (including name, email address, address, telephone number);
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e cookies and similar technologies;

e |ocation information; and

* log file information (e.g. IP address and device event information such as crashes, system
activity and browser information).

Google is entitled to share the above mentioned information, collected from registered users,
with various third parties (including service providers, legal and regulatory authorities and
advertisers).

Google will use this information to improve its services and to offer users tailored content,
such as suggested search terms and targeted advertising. Google may also combine a
user’s personal information from Gmail with information (including personal information) from
other Google services — such as YouTube. Google explains that it may do this to make it
easier for a user to share things with other people known to that user.

3. Reporting

In this section, we identify issues Gmail users may face, from time to time, and the tools they can use
to report activity and conduct that violates their rights. Depending on the facts of each matter, there
may also be actions that can be taken at law and with the public prosecutor.

3.1

Phishing, spam, account hacking, abuse

Registered users of Gmail may, at one time or another, find that they are the victim of a
phishing scam, or that they are the recipient of spam or abusive emails, or find that their
account has been compromised. To report the incident, users should visit https://support.
google.com/legal/troubleshooter/1114905?rd=2#ts=1115647 and follow the prompts to report
the matter to Google. Registered users of Gmail may, at one time or another, find that they
are the victim of a phishing scam, or that they are the recipient of spam or abusive emails,
or find that their account has been compromised. To report the incident, users should visit
https://support.google.com/legal/troubleshooter/1114905?rd=2#ts=1115647 and follow the
prompts to report the matter to Google.

This summary is based on a review of the following terms: Terms of Service, dated 1 March 2012; Privacy
Policy, dated 24 June 2013; Gmail Program Policies, updated as of 12 September 2008..
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APPLE APP STORE: A DIGITAL DISTRIBUTION
PLATFORM DEVELOPED BY APPLE INC. APPS
CAN BE DOWNLOADED DIRECTLY TO AN
|IOS DEVICE OR COMPUTER VIA ITUNES.

$13 BILLION

CATEGORY WITH AMOUNT PAID TO

MOST APPS: APP DEVELOPERS
GAMES SO FAR

7

NUMBER OF APPS
DOWNLOADED
EACH DAY

THE LAWS OF THE UAE PROHIBIT THE PUBLICATION OF CONTENT WHICH IS
CONTRARY TO PUBLIC MORALS, THE PRINCIPLES OF ISLAM AND THE SOCIAL AND
MORAL WELFARE OF THE UAE. BE AWARE OF THE FOLLOWING:

# If o user uses-an App to post or share personal information, then that'shared personal information is visible to other users and can be
read, collected or used by them.

# If a user opts in to'an A rovider’s location services, Apple-and its partners and licensees may collect, use and share with A
P PP p PP P Y %
providers precise location data, including the realtime geographic location of a user’s Apple device.

# In-App purchases cannot be transferred amongst Apple devices. They can only be downloaded once and once downloaded, they
cannot be replaced.




Apple App Store

Apple App Store

Social media applications are accessible via Apple devices. Users with an Apple device and an Apple
ID can visit Apple’s “App Store” and download for free or for a fee various social media applications
either developed by Apple (“Apple Apps”) or by third parties (“Third Party Apps”) (collectively, “Apps”).
Apple has general terms and conditions that apply to Apple users. lItis important for users of the App
Store to familiarise themselves with these terms and conditions, as well as Apple’s Privacy Policy

(collectively, “Terms and Conditions”).

We set out below the key aspects of the Terms and Conditions that users need to be aware of when
accessing the App Store and downloading and using Apps on their Apple device:

1. Apple Apps and third party Apps

Each time a user purchases a license to an Apple App through the App Store, it is entering into a
license agreement with Apple. Each time a user purchases a Third Party App through the App Store,
it is entering into a license agreement with the third party and not Apple. In these instances, the third
party is solely responsible for its Third Party App and not Apple.

2. Personal information in Apps

If a user uses an App to post or share personal information, then that shared personal information is
visible to other users and can be read, collected or used by them. For example, using the Facebook
App to share your name and email address will be visible to your Facebook friends (and possibly
other people, depending on the level of your privacy settings in the Facebook App).

3. Location based services

Some Apps provide location-based services (location based services are a general class of computer
program-level services used to include specific controls for location and time data.) If a user opts
in to an App provider’s location services, Apple and its partners and licensees may collect, use
and share with App providers precise location data, including the real-time geographic location of a
user’s Apple device.

31 If a user does not wish for its location to be collected, used and shared in these circumstances
(or any other circumstances where Apple may offer these services, such as the “Find My
iPhone” feature), then the user should choose to opt-out from such offering.

3.2 If a user opts in, then any information collected by the third party App provider is governed by
the third party’s privacy practices. Users should familiarise themselves with such practices.

4. In-Apps purchases

Some Apps may include functionality that enables a user to purchase additional services or licenses

to additional functionality or content for use within the App itself. Users should note that:

4.1 In-App purchases cannot be transferred amongst Apple devices, they can only be downloaded
one and after being downloaded, they cannot be replaced.
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Apple App Store

4.2 By default, users must authenticate in-App purchases separately from any authentication to
purchase an App itself. Should a user not wish to avail themselves of this safety feature, he
or she can turn off the ability to make in-App purchases on their Apple device by following the
steps outlined at http://support.apple.com/kb/HT4213.

5. In-Apps subscriptions

Certain Apps may include functionality that enables you to acquire content on a subscription basis.
Users should note that:

5.1 In-App subscriptions which have been paid for are non-refundable.

5.2 By default, in-App subscriptions will automatically renew for the applicable time period a
user has selected, and, where applicable, the user’s Apple account will be charged no more
than 24-hours prior to the expiration of the current in-App subscription. A user may cancel
automatic renewal of paid in-App subscriptions by selecting “Manage App Subscriptions” in
the user’s Apple account, and then selecting the in-App subscription he or she wishes to
modify.

5.3 The auto-renew feature of an in-App subscription will be turned off if the App provider
increases the price of the in-App subscription.

This summary is based on a review of the following terms: Terms and Conditions, last updated 3 December
2012; Privacy Policy, last updated 1 April 2013.



http://support.apple.com/kb/HT4213
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THE LAWS OF THE UAE PROHIBIT THE PUBLICATION OF CONTENT WHICH IS
CONTRARY TO PUBLIC MORALS, THE PRINCIPLES OF ISLAM AND THE SOCIAL AND
MORAL WELFARE OF THE UAE. BE AWARE OF THE FOLLOWING:

# Registered users with.a “@outlook.com” emdil account-may reportabusive emails by emailing abuse@Outlook:com.

# Users dre prohibited from soliciting, or collecting personally identifiable information-of any minor (under 18 years old), including,
butnot limited to: name, email address, home address, phone number, or the name of their school.

#Users may be required to sign into their emdil account-at least once every nine (?) months. If a userfails to doso, Microsoft may close
a user’s‘access to and use of Outlook resulting in a permanent loss of his or her Outlook content:
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Microsoft Outlook (Formerly MSN Hotmail)

MSN Hotmail was replaced by the Microsoft product, Microsoft Outlook (“Outlook”), in 2013.
Registered users of MSN Hotmail, however, are able to access their MSN Hotmail account through
Outlook (and without having a “@outlook.com” email account). Outlook is a personal information
manager containing many applications, such as email, calendar, task manager, note taking and
contact manager.

Microsoft has general Services Agreement that applies to users who use services such as Outlook
(whether with a “@outlook.com” or a “@hotmail.com” email account). It is important for users of
Outlook to familiarise themselves with the terms of this Services Agreement, as well as the Online
Privacy Statement, Advertising Privacy Supplement and Microsoft Code of Conduct (collectively,
“Terms and Conditions”).

1. Obligations

In this section, we consider the Terms and Conditions that prohibit users from transmitting certain
types of content through Outlook. We also consider the Terms and Conditions that prohibit users
from posting, uploading or sharing content in publicly available areas of Outlook. It is important for
users to take note of their obligations under these Terms and Conditions because a breach of such
Terms and Conditions may result in consequences such as the removal of content that violates the
Terms and Conditions, or the deactivation of the violating user’s account. Separate to the risk of
breaching the Terms and Conditions, it is important to note that the type of conduct at issue could
also attract liability under UAE law.

1.1 Proper conduct
Registered users are prohibited from transmitting, posting, transferring, distributing, uploading
content on or through Outlook that is inconsistent with public morals and good conduct. Such
contentincludes content that:
e depicts nudity of any sort including full or partial human nudity or nudity in non-human
forms such as cartoons, fantasy art or manga;
* incites, advocates, or expresses pornography, obscenity, vulgarity, profanity, hatred,
bigotry, racism, or gratuitous violence; and
* s illegal or violates any applicable local and national laws; including but not limited to
child pornography, bestiality, incest, illegal drugs and software piracy.
These restrictions are no more than users should expect under the laws of the UAE, which
prohibit the publication of content that is contrary to public morals, the principles of Islam, and
the social and moral welfare of the UAE.

1.2 Harassment and defamation
Several provisions in the Terms and Conditions are pointed at harassment and defamation.
Such provisions are generally aimed at prohibiting users from using Outlook to:
* harm or exploit minors in any way; and
e threaten, stalk, defame, defraud, degrade, victimise or intimidate an individual or group
of individuals for any reason; including on the basis of age, gender, disability, ethnicity, sexual
orientation, race or religion; or incites or encourages anyone else to do so.
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1.3

1.4

Again, these restrictions are no more than users should expect under the laws of the UAE.
Users should be aware of the risk under UAE law of claims of defamation or breach of privacy
involving the unauthorised use of information or photographs of other people.

IT security

The Terms and Conditions contain several provisions that relate to IT security. Such provisions
are generally aimed at prohibiting users from using Outlook to:

e solicit, or collect personally identifiable information of any minor (anyone under 18 years
old), including, but not limited to: name, email address, home address, phone number, or the
name of their school;

* invade any individual’s privacy by attempting to harvest, collect, store, or publish private
or personally identifiable information, such as passwords, account information, credit card
numbers, addresses, or other contact information without their knowledge and willing consent;
e harm or disrupt, or intend to harm or disrupt, another user's computer or would allow
a user or others to illegally access software or bypass security on websites, or servers,
including but not limited to spamming;

* send email communications that contain or could be considered as 'junk mail', 'spam’, ‘chain
letters', 'pyramid schemes', 'affiliate marketing' or unsolicited commercial advertisement; and

o attempt to manipulate the services, including ranking and reputation systems in the
services, by violating any of the provisions of the Terms and Conditions, colluding with others
on voting or using multiple profiles.

Users should be careful not to violate these provisions because any inappropriate conduct
in this regard may result in Microsoft deactivating the violating user’s account. In the UAE,
the Cyber Crime Law places similar obligations on individuals for the purpose of managing
online security threats, and it is possible that a breach of the Terms and Conditions could also
form the basis of a complaint under the Cyber Crimes Law, or other legal provisions.

Miscellaneous

There are a number of other obligations that do not neatly fall into the categories outlined
above. In summary:

e Outlook services as designed for individuals over the age of 13 years. If users identify
themselves as under 13, Outlook will either block such users from providing personal
information or will seek to obtain the consent from parents for the collection, use and sharing
of their children’s personal information.

e Users may be required to sign into their email account at least once every nine (9) months.
If a user is required but fails to do so, Microsoft may close a user’s access to and use of Outlook
and a user may permanently lose his or her content stored in Outlook.

* Users may not circumvent or bypass any technological protection measures in or relating
to Outlook or disassemble, decompile, or reverse engineer any software or other aspect of
Outlook that is included in or accessible through Outlook, except and only to the extent that
the applicable copyright law expressly permits doing so.

2. Risks

In this section, we consider the Terms and Conditions that expose users to risks when it comes to
advertising and personal information. By using Outlook, users grants any third party the right, for
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free, to use, save, reproduce, distribute, display, and transmit that content in connection with that
third party’s use of the services and other Microsoft, or its licensees’, products and services.

In light

of the personal nature of Outlook, users should take care when using this service so as to

not disclose any private information into the public domain. Users are responsible for any personal
information disclosed in the public domain and as such, should be aware that any disclosure of private
information about someone else, without that person’s permission, may give rise to an infringement
of UAE law.

21

2.2,

Sharing of user information

Microsoft collects the following type of information from registered users:

* personal information (including name, email address, work or home address);

* demographic information (including age, gender, preferences, interests and favourites);
* analytics information (such as the site you came from, the search engine(s) and keywords
used to find Outlook, browser add-ons);

* cookies, web beacons and similar technologies; and

* log file information (e.g. web request, IP address and browser information).

Pursuant to Microsoft’s Privacy Policy, Microsoft is entitled to share the above mentioned
information with Microsoft subsidiaries, affiliates and partners. Microsoft may also disclose
the above mentioned information with various third parties (including service providers, legal
and regulatory authorities and advertisers). Users can take comfort in the fact that when such
information is disclosed to third parties who work on behalf of Microsoft, those third parties
are required to maintain the confidentiality of such information.

Microsoft uses the above mentioned information to operate and improve its sites and services,
and to communicate with its users (e.g. sending certain mandatory service communications
such as welcome letters, information on technical service issues, etc). Microsoft may also
send users product surveys or promotional mailings to inform users of other products and
services available from Microsoft or its affiliates. Users can take comfort knowing that they
can opt out from receiving such newsletters or promotional material at any time by following
the steps described in the relevant newsletter or email.

Advertising

Microsoft displays targeted advertisements on Outlook based on data that does not personally
identify or directly indentify its users. Users may opt out of targeted ads by visiting https://
choice.microsoft.com/en-us.

Microsoft places cookies on its users’ computer or device each time Microsoft displays an
advertisement. Additionally, advertisers may include their own web beacons within their
display advertisements, however users should note that Microsoft doesn’t control the data
collection and use practices of these advertisers.

3. Reporting

In this section, we identify issues Outlook users may face, from time to time, and the tools they can
use to report activity and conduct that violates their rights. Depending on the facts of each matter,
there may also be actions that can be taken at law and with the public prosecutor.



https://choice.microsoft.com/en-us
https://choice.microsoft.com/en-us

100 Microsoft Outlook

3.1 Phishing, spam, account hacking, abuse
Registered users of Outlook may, at one time or another, find that they are the victim of a
phishing scam, or that they are the recipient of spam or abusive emails, or find that their
account has been compromised.
* Registered users may report conduct that constitutes phishing or spam by emailing
report_spam@Outlook.com with the junk message as an attachment.
* Registered users with a “@outlook.com” email account may report abusive emails by
emailing abuse@Outlook.com with all the pertaining information.
* Registered users with a “@hotmail.com” email account may report abusive emails by
emailing abuse@hotmail.com with all the pertaining information.
e Registered users should frequently read up on how to protect their security on Outlook
by visiting http://windows.microsoft.com/en-us/windows/outlook/hacked-account.

This summary is based on a review of the following terms: Services Agreement, effective 19 October 2012;
Online Privacy Statement, dated April 2012; Advertising Privacy Supplement, updated September 2013; Code
of Conduct, updated April 2009.
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THE LAWS OF THE UAE PROHIBIT THE PUBLICATION OF CONTENT WHICH IS
CONTRARY TO PUBLIC MORALS, THE PRINCIPLES OF ISLAM AND THE SOCIAL AND
MORAL WELFARE OF THE UAE. BE AWARE OF THE FOLLOWING:

# Some Apps may include settings that permit users to block or filter certain content. It is a'user’s responsibility to select and enable such
settings fo his‘or her desired preference.

# Some Apps may not'be available for download from BlackBerry App World in all jurisdictions. For example, some Apps available for
download in the BlackBerry App World in the United States of America may not be-available for download in the BlackBerry App
World in the United Arab Emirates.

# Users may be required to agree to additional terms and conditions when purchasing Third Party Apps. Users are responsible for
knowing who they-are dealing with and for knowing and complying with those third party terms‘and conditions.
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BlackBerry (Research in Motion) App World

Social media applications are accessible via Blackberry devices. Users with a BlackBerry device
and a BlackBerry World ID can visit Research In Motion’s “BlackBerry App World” and download for
free or for a fee various social media applications either developed by Research In Motion (“BB App”)

or by third parties (“Third Party App”) (collectively, “Apps”).

Research In Motion has general terms and conditions that apply to BlackBerry users. Itis important
for users of BlackBerry App World to familiarise themselves with these terms and conditions, as well
as Research In Motion’s Privacy Policy (collectively, “Terms and Conditions”).

We set out below the key aspects of the Terms and Conditions that users should be aware of when
accessing BlackBerry App World and downloading and using Apps on their BlackBerry device:

1. Third Party Apps

Users should review the privacy policies of Third Party App providers to understand how Third Party
App provider intends on using and disclosing the user’s personal information. Research In Motion
is not responsible for a user’s dealings with a Third Party App Provider, and there may be occasions
where personal information on a user’s BlackBerry device or on other BB Apps may be accessed by
a Third Party App provider.

2. Location Based Services

Some Apps (whether a BB App or a Third Party App) provide location-based services (location based
services are a general class of computer program-level services used to include specific controls for
location and time data.) If a user opts in to an App provider’s location services, Research In Motion
may collect, use and share with App providers location data, including the real-time geographic
location of a user’s BlackBerry device. Users should note that if using Apps which uses location
data, then any information collected by the third party App provider is governed by the third party’s
privacy practices. Users should familiarise themselves with such practices.

3. Additional Terms and Conditions

Users may be required to agree to additional terms and conditions when purchasing Third Party
Apps. Users are responsible for knowing who they are dealing with and for knowing and complying
with those third party terms and conditions, as those terms and conditions will apply to the relevant
Third Party App.

4. Parental Controls and Adult Supervision

Some Apps may include settings that permit users to block or filter certain content. It is a user’s
responsibility to select and enable such settings to his or her desired preference. If a user permits a
child to use any App on their BlackBerry device, it is their responsibility to determine whether the App
is appropriate for the child. Additionally, in such circumstances, the user is responsible for the child’s
access and use of the App(s), including all financial charges and other liability incurred in respect of
such access or use
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5. Location of Third Party Apps

Some Apps may not be available for download from BlackBerry App World in all jurisdictions. For
example, some Apps available for download in the BlackBerry App World in the United States of
America may not be available for download in the BlackBerry App World in the United Arab Emirates.

This summary is based on a review of the following terms: BlackBerry Solution License Agreement (undated);
Privacy Policy, last updated August 2012.
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KEEK: A FREE ONLINE SOCIAL NETWORKING
SERVICE THAT ALLOWS ITS USERS TO
UPLOAD VIDEO STATUS UPDATES, WHICH

ARE CALLED "KEEKS".
1

e KEEK

Post content frequently to avoid being
“unsubscribed” by your followers

Post keeks with hash tags and captions to
get more views. Only keeks with captions
are searchable

# “KEEK” COMES FROM
MIDDLE ENGLISH AND
MEANS “TO LOOK, PEEP”

THE LAWS OF THE UAE PROHIBIT THE PUBLICATION OF CONTENT WHICH IS
CONTRARY TO PUBLIC MORALS, THE PRINCIPLES OF ISLAM AND THE SOCIAL AND
MORAL WELFARE OF THE UAE. BE AWARE OF THE FOLLOWING:

# Users must not post content which may infringe any patent, trademark, trade secret, copyright or other intellectual or proprietary
right of any party.

# Users can flag content that is inappropriate by clicking on the small flag icon on or near the content.

# Keek Community Guidelines encourage users to immediately report instances of cyber-bullying. Users who encounter cyber-bullying
should also block the cyber-bully from interacting with them via Keek.
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Keek

Keek allows users to watch and share short (36-second) video content which has been filmed and
uploaded by individuals. The service is available via the Keek website and various smartphone
and tablet applications. Unregistered users can search for and watch videos. Registered users
can upload an unlimited number of videos. Most videos enable users to leave comments via video
message known as “keekbacks”.

Keek also allows registered users to follow other registered users, send email via keekmail, participate
in instant chat messages (either by text or video), mention (tag) friends in posts and share content
through Facebook, Twitter and Tumbler.

Keek’s Terms of Service, Privacy Policy and Community Guidelines apply to all users of the service.
Users agree to comply with these terms by using the service or by registering as a user. It is therefore
important that users familiarise themselves with these terms. Certain violations of Keek’s terms may
also lead to you breaking the law. It is also important to note that if you undertake certain activities
you may be breaking the law, even if you are complying with Keek’s terms.

1. Obligations

In signing up to Keek, users have to agree to certain commitments and restrictions on the type of
content that can be published. Many of the restrictions described below are no more than users
should expect under the laws of the UAE.

1.1 Morality and proper conduct
Keek’s terms are designed to reduce abuse of the site's features. In particular, users must
not upload content:
e of aindecent, suggestive or of an explicit nature;
* which involves animal abuse, graphic or gratuitous violence or illegal acts; and
* which is racist, sexist, fraudulent or otherwise objectionable or unlawful.

1.2 Harassment and defamation
Several provisions in the terms are pointed at harassment and defamation. Such provisions
are generally aimed at prohibiting users from uploading content that:
* isdiscriminatory towards, or which attacks or demeans, an individual or group of individuals
based on their race or ethnic origin, religion, gender, age, disability, etc;
* exhibits predatory behavior, or is fraudulent, threatening or harassing (bullying); or
e would constitute, encourage or provide instructions for a criminal offense, violate the rights
of any party, or that would otherwise create liability or violate any law.

1.3 Privacy
The invasion of other people’s privacy and the sharing of other people’s personal information
is prohibited. Private information could include personal details as well as other information
such as comments, images and videos. UAE law contains quite broad provisions relating to
the protection of privacy and reputation. Users should be aware of the risk under UAE law of
claims for defamation and breach of privacy involving the use of videos and images of other
people without their consent.
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1.4

1.5

IT Security

The Keek terms contain several provisions dealing with IT security. Such provisions can be
summarised as follows:

e Users may not use the site generally to send commercial or other messages to any third-
party if those messages are not solicited, authorized or welcomed by the third-party.

e Users must not to interfere with or disrupt the site or servers or networks connected to
the site, including attempting to interfere with the access of any other user, host or network,
including directing or attempting any "denial of service" attacks, "spamming", "crashing", or
"mail-bombing" the site or disobeying any requirements, procedures, policies or regulations
of networks connected to the site.

*  Users may not distribute through the site viruses, corrupted data or other harmful, disruptive
or destructive files.

Miscellaneous

There are a number of other obligations and restrictions that do not neatly fall into the
categories outlined above:

* Users must comply with all applicable laws, including laws that apply in any jurisdiction
to SPAM and marketing practices, and with any applicable guidelines on ethical marketing
practices.

* Keek users must be aged 13 and above. Users under the age of 13 can only use Keek
with the permission or their parent or guardian. Users under the age of 13 can be reported to
Keek — please refer to our comments in section 3.2 below.

e Users may not post content which:

* may infringe any patent, trademark, trade secret, copyright or other intellectual or
proprietary right of any party;

* impersonates any person or entity or otherwise misrepresents a user’s affiliation with a
person or entity; or

* contains unsolicited promotions, political campaigning, advertising or solicitations

2. Risks

21

2.2

Collecting and sharing information

In using the Keek service, users agree to terms relating to the collection and sharing of
personal information. In order to access certain aspects of the Keek service, users have
to create an account. In doing so, users must provide personal information, such as their
name, age, location, gender and email address. Users have the option to not provide this
information, however this means that they cannot access areas of the site that are restricted
to registered users.

Keek may also collect and share aggregated, non-personally identifiable information. Keek
may engage third party service providers (e.g. hosting companies) in the operation of the
Keek site, and may disclose personal information to them in the course of Keek’s use of their
services. Keek may also disclose a user’s personal information to any purchaser of Keek’s
business, subject to confidentiality restrictions.

Keek profile
When user’s register on the Keek site, they create a profile that will be displayed on the
site and visible to the public. This means that any personal information that a user posts
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on their profile — such as age, gender, geo-location, biography, photo, etc — will be available
to the public (including via indexing by search engines). If a user does not wish to have
this information made available to the public, they should exercise caution when deciding
whether to post personal information on their profile, and make sure their privacy settings are
set correctly.

Rights in content

Registered users of Keek may upload content to the service. Users retain ownership of their
content. However, in uploading it to Keek, they give permission:

e to Keek to use, display, perform, reproduce, distribute, publish, modify, adapt, host,
translate, and create derivative works from such user content on the site, in the manner in
and for the purposes for which the site from time to time uses such user content; and

» other users to access and use that content to the extent permitted by the functionality of
the service.

It is important for users to note that these rights of usage do not terminate when a user
deactivates their account with Keek. Keek may also retain a copy of a user’s content
(including any instant messages) after termination.

Keek retains ownership of the rights in the Keek service and the content which it owns (or
is licensed to use) and displays on the site. Users may only use such content for non-
commercial use. Users must also not remove or modify any copyright or trademark that has
been placed on such content

3. Reporting

In this section, we identify issues that Keek users may face and the tools they can use to report
problems. Keek may terminate a user’s account in the event of a breach of any of its policies. A user
may also close their Keek account at any time. Depending on the facts of each matter, there may
also be actions that can be taken at law and with the public prosecutor.

3.1

3.2

Inappropriate content

Users can flag content that is inappropriate by clicking on the small flag icon on or near the
content. Keek will then review the content to determine if there is a violation of Keek’s terms,
and if there is, Keek will remove the infringing content. Users should note that if they abuse
the flagging feature, they are at risk of having their account deactivated by Keek.

Underage users
A user can report an account that appears to be created by a child under the age of 13 by
emailing privacy@keek.com with the following information:

. The URL of the child’s account;

. The full name of the child;

. The email address registered to the child’s account;

. The actual age of the child;

. A piece of identification that can be used to verify the child’s current age; and

. The user’s relationship to the child.
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3.3

3.4

3.5

Cyber-bullying

Keek takes cyber-bullying seriously and the Keek Community Guidelines encourage users
to immediately report instances of cyber-bullying at https://www.keek.com/fag#web_report.
Users who encounter cyber-bullying should also block the cyber-bully from interacting with
them via Keek.

Privacy
Users should direct any questions about their privacy to Keek’s privacy officer by email:

privacy@keek.com.

Copyright infringement

Infringing a person’s copyright or other intellectual property rights is a violation of Keek’s
terms. If a user believes that there is content on the site which infringes their copyright or
other rights, then they should flag the content for Keek’s review, as mentioned in 3.1 above.

This summary is based on a review of the following terms: Keek Terms of Use dated 1 May 2013; Privacy
Policy dated 1 May 2013; Keek Community Guidelines dated 1 February 2013.
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