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This Document 483 5l o3

This document presents a set of guidelines
that can be applied to measure the quality
of the government websites and their level
of compliance with the best international
pracitces  including Web  Content
Accessibility Guidelines from W3C. These
guidelines are derived primarily from the
pertinent guidelines and manuals and
compatible with the rules and regulations
adopted in the government entities of the

United Arab Emirates.

The document is subdivided into the

following: Domain and Hosting, Site
Architecture and Design, User Experience
and Usability, Content, Accessibility, e-
Participation & Open data, Security and

Information Protection and Marketing.
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Domain & Hosting

Domain and Hosting guidelines focus on
considerations that need to be taken when
registering domains for  government
websites, hosting conditions and locations
and the measures to be taken when there is

more than one domain etc.
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Domain & Hosting guidelines — ddLasiwdlg GUadl yules

Guidelines

Has the entity registered the three domains: ( .ae),
(.gov.ae) and (.ulyl ) versions of the domain and
renewed it ?

. O

Has the entity registered their Arabic domain?

. [

Has the entity registered both the short and long
versions of its domain name?

. O

Hint; Long domain name is the FGE long name i.e.
telecommunication regulatorytuthority.gov.ae
while the short name is the abbreviation of the
name i.e tra.gov.ae

Does the entity use their domain in all official E-mail
addresses?

e (i.e. name@entity.gov.ae)

Does the entity host the website inside UAE,
otherwise NDA & SLA must be signed with the ISP?

. [

e (Provide such documents if available)

Do all registered English domains redirect to the
primary .gov.ae domain?
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Site Architecture & Design

There may be no right or wrong when it Gally pladl ol P glan loie
comes to the look and feel and the W9 T@ 52l dss s ley cadsall dlloxll
aesthetic aspect of a website. But when it I @an e Lol dud 93 Uas 9o
comes to design and architecture, usability dJggw ok a0 Bgdl eresailly
must be taken into account in order to  (ye lg eIV (rany delgd lligs cplasnl
serve both customers’ expectations and L3l Caluat pdgall (3am ol =i

organizations objectives.These guidelines |5 2| Eolgzgall cnlolaiall Elorlomg

help achieving this. gl s 383 3
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Site Architecture and Design guidelines — a8gall quasaig dylase yulao

Guidelines

Does the website design comply with
the guidelines of the Federal Visual
Identity Guide having the key sections
mentioned: Masthead, Navigation
Options, announcement section, Body,
footer, Federal logo ad entity logo used

in consistent places across the website?

Does the website in English and Arabic
include the Essential Links placed in a
clear visible section for the website
visitors?

Hint: essential Links include: Home,
Contact Us, Sitemap, Language(s), Help
and Search/Advanced Search

the website contain “an

Emergency notice section” that allow

Does

entity to share any emergency notice
with its customers in the emergency
situation?

Does the main menu of the website
contain links to the following sections:
Data and e-

Services, Open

Participation?

Does the global footer offer a visible
link to the Essential Policies?

Hint: The essential Policies include

Accessibility, Copyright, Disclaimer,
Terms and Conditions page, Citizen

Charter and Privacy Policy.
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Does the global footer of the website
provide a shortcut of the entity main
contact number details? (Direct Access
Section)

Does the entity website have NO
horizontal scrolling where text properly
fitted to screen width?

Does the entity use a correct Favicon
for the site?

Does the "Contact Us" page offer the
Essential Contact Information of the
entity?

Hint: The Essential Contact Information
include Phone and Fax numbers, email,
P.O.Box, online form and electronic
map (e.g. Google Maps) of the physical
address of the entity's head office and
other branches?

Does the entity website include up-to-
date Sitemap that offer links to all
pages in an easy-to-use hierarchy?

Does the entity website provide a Help
or FAQ section? And does it cover all
the sections/topics of the website?

Is the search/ advanced search utility
clearly located in the site? Is it an
effective and user-friendly?

Hint: Search engine on the site must
provide advanced search option which
allows altering results based on
advanced search criteria such as date or

topic, Google provides this capability
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Does the website reflect the approved
visual identity of the government entity
including the use of white color as the
background color of all content on the
website?

Does the website implement the

responsive design principle?

Definition: Responsive Web Design
offers the website visitors optimal
viewing and interaction experience (e.g.
easy reading and navigation) across a
wide

range of devices including

desktop monitors and

mobile phones.

computer

Hint: it is a Site adjustment method and
widths automatically to fit the device
used by the website user, whether a
laptop or smart phone or Tablet i.e:

http://u.ae/

Does the website use a fluid layout that
automatically adjusts the page size to
monitor resolution settings that are
1024x768 pixels or higher?

Are the website pages clear from the
“Scroll Stoppers"?

Hint: Ensure that the location of
headings and other page elements
does not create the illusion that users
have reached the top or bottom of a
page when they have not and assuring

users scroll below-the-fold

Do all website pages have appropriate
page lengths?

Hint: Page length must fit its purpose,
as pages with heavy content such as
articles can be long, while the pages

Page 10 of 41
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User Experience & Usability

Websites should be easy to navigate, have
minimal load time, and provide visitors with
useful resources and information. With this,
we must guarantee an easy, predictable and
pleasant experience. We must first define the
users’ needs and expectations, then validate
the websites we have developed to check if

we have met those needs and expectations.

For more on the methodology of the user
experience, the user should use the

Federal User Experience Guide.

The following guidelines will help improving

the user experience.
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Guidelines

Does the body of the website include
breadcrumb trails? Which makes it easy for
the user to understand how to access any page
and navigate between the links on the site

Are the page structures and the location
of all standard items consistent
throughout the website?

Is the website browser-independent and
cross-browser compatible?

Does the entity site include all necessary
meta-tags on the homepage and all
secondary internal pages?

“At least the following 5 meta tags should
be maintained: Description, Title,
Keywords, Robots, Revisit-after”

Are all page titles (Title tag) in the website
representative of the actual content of the
page? and titles are concise and easily
understood?

Are all links in the website
visible/recognizable, and do they correctly
match appropriate destination page
headings?

Is the back button functional in all website
pages and does it lead to the proper back
page or level?
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Hint: Icons should always be paired with
their associated label to ensure users know
what to expect before clicking on the CTA

(Call-of-Action) ie. People of

determination functions

Does the entity site contain NO broken
links or empty/under construction pages?

Does the website include a

progress/Loading  bar  for  website
navigation?

Hint: User should be informed all the time
what is going on the site during navigation

& quires

Are website provide media plug-in's for the
various technologies used on the site?
(Flash, Java or Adobe readers and players)

Does the site have a meaningful and
helpful 404 error page that works from any
depth in the site with an error reporting
feature and?

Are all designs and styles used on the
website consistent with each other?

Are all images on the entity’s website
optimized? (no larger than 200 KB an
image)

Dose the website implement lazy loading
whenever heavy content provided. ?

Hint: As scrolling content loads
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Does the website use images rationally?
(only when they are critical to the success
of a Web site)

Does the website avoid clutter?

Hint: Excess and crowded component and
items on a page lead to a degradation of
performance when trying to find certain
information

Does the website provide sufficient clue to
clearly indicates to the user that an item is
clickable?

Hint: These indications must be consistent
across the site; its not enough that a cursor
(arrow) turn into a (hand) as an indication
that an item is clickable

Does the website indicate to users when a
link will move them to a different location
on the same page or to a new page on a
different Web site?

Hint: The user has the right to be
informed that he is about to leave the site
to an external site

i.e.: Add an alert that he about leaving
the page

Does the site enable enough contrast
between the dark text and the light ( or
white) background for easy reading and
discrimination?

If images or graphic used as background
of the text are images been modified
enough for easier reading?

Are texts of the website using at least a
16-point font (e.g., typeface) on all Web
pages?

Page 16 of 41

iy il ) geall a8 gall addiig Ja
Woga sl i ) s sea JSI (058 Cum
?CB}J\ ‘55

ool @Bsdl apeai (B o) b
Oy asaill s JSaY) 8 LUy
S5l

Zalall e 5 30l Sl o BUSEY -3 L

¢ all 6 o Kl of e

ALLEN b Sall s g (B L) (aaty 1B LA
S5 Y )l g il a8 o5 Qal
Q8 Sl ) e JdaS ay () sl J s

(Al

oK \h)udﬁuujlucﬁjdl g da
S 2l o i o 8 s 4 Lagh )
Sale

=

L;;O}S.)O\g;é;]\demw \;3)1.&!
éfjéﬂ\sjdm&j‘;sﬂgé&
e 2a) siall Aadial

5 bty e ad pa 2 1l
dasall

O Ol e LS T )08 8 sall o) 5 o
Sl Aaslall Ldlall 5 Aialall Ga sacail)
Sl il 5 apaill A gud Ll 5 (sl

LA el jall ) gaall aladind Jla
el 8 Jaenatl LS T e 3lay

16 oo Ju¥ Jhhaall aan o5, da
S sall elail K b

19

20

21

22

23

24

25



Hint: size of the screen should be

e | iR | e ya cany 3 LA
considered and the distances between the TS e A A

text lines depending on the size of the
 ines depending i o iAo (530) Laa)

font chosen
26  |n case of application forms, does the aeda glascllasmyda 4 26

website distinguish required and optional 4, LAY &l g dpal WY QU G 28 g4l

data entry fields?

27 Do forms clearly define the requested Lecllia Ja (zilais clla asm s dla 3 27
data or anticipate typical user errors & Guny O b JEaY) aadiid) cuiag
suggest corrections? So that there is LAY Jiay) gre Julaag
evidence of the entry type such as Js ALVl pall ol s gl Jasl)
examples or illustrations or semantic € ¥

images if necessary

Hint: When an input error occurs, the user L . .
O JWRaY) & Uas < gan die 15 L)

& il Baanall ACEal) ) addiueall 4xiy
all e aal s Gumy VA b layass
e Jaas 138 5 i) JLaaY i)
AL (o Lo padiaall il o il S
Aabal (e aS

should be alerted to the specific problem
identified in his entries so that he or she
will back off the error and add the
appropriate input. This makes it instantly
clear to the user what the issue is and
how they can fix it.

28  Does the search work intelligently, Ciladia U< Jady (SO IS0 Candl Jeny Ja 30
covering all pages of the site and daall o ) s S5 a5 g &8 sall
explaining the order of the results fuanll grlial el Al Adianl) el

according to the appropriateness of the
search words added to the search?

' . . RY) iy Sl Al avea’ PR 5L

Hint: During the search services design il Jea ssail LYl o
focus on the vocabulary and phrases used Reall sliaie lgariiny ) il jlall
o iy laslaall e agfing b duesSal
On OSaly Jo Al G e adig Y
g G Alayl alie LK gl ol
Jpaall 8 Galll 3ac Ll 3 HLEY) dsald
il e

by the clients of the government in their
search for information and should not rely
on literal words but can find any similar
word in addition to adding hints and help
to get the results?

31 |5 a search option provided on each page? = (s 4aiia JS b Gl duala igs Ja 31
& Does the website notify users when Aexd g5 On S8 2y da Ay Seisd)

multiple search options exist?
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36

Have the usability team solicit usability
testing participants' comments before,
during or after the performance of tasks or

any newly added functions?

. U
Hint: That is, each page is designed, and
then subjecting them to realistic test with
users, as per UX methodology and
principles and then processing the notes
and errors, and retested until a better level

of usability and then applied on the site
For UX

For more information visit the Federal User
Experience Guide or consult UX team on

ux@tra.gov.ae

How committed is the entity to the

improvement plan according to the

outcome of the t-usability test?

. 0

Hint: The plan is mandatory for each
entity that has conducted a usability test in
UX Lab or any other party to see the impact
of practice on improving its services and
service delivery channels

Does the website make it possible for
visitors to rate the content and submit
suggestions for new content?

Does the last update appear on the page if
the content is modified?
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Content

Content is the most important part of a
Web site. If the content does not
provide the information needed by
users, the Web site will provide little
value no matter how easy it is to use the
site.
This section helps web content
specialists working on government
websites in the UAE improve their work
consistent,

to provide easy to

understand and appealing content.

The content should adhere to the
Flesch-Kincaid readability scale based
on the number of both words and
sentences used, ensuring the content is

simple and straightforward.
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Content Guidelines — gl las

Guidelines
Does the entity implement a fully
documented content management
workflow?

. O

Is the Arabic page the main landing page
of the website?

When toggling between the Arabic and
English sites, does it go to the same
content and not to the home page?

Are the Arabic and English language
the properly
segmented (i.e. no English in the Arabic

versions of website

version and vice versa)?

Is the content language free of mistakes

such as grammar, spelling mistakes etc...?

Does the entity offer a calendar or listing
of upcoming events and participation
activities with detailed information?

Does the entity publish the results or
summary of public participation feedback
and polls?

Is the website content readable?

Written in short

paragraphs, good use of main and sub

simple language,

headings so that meet the readability
expectations of your target audience...

Hint: The content should adhere to the
Flesch-Kincaid readability scale based on

the number of both words and sentences

Gilga gall
pUai 8 Jaall jaud 455 g0 4401 dgal) adiad Ja

906 sinall 500
I

P S AY) dsdl Ayl dsdall da
Py el A3l

b &3l Ay pel) ladeall oy Jpadl die
S i Vs s siadl el e (&5 Aaial
Cipss )l Aaduall

T pal) el i S el 38y O
Aadl) L6 A 5lad) A a5 Y gsf) sl
€ (sSally el 5 iy el

Oe A Aol @ sl 8 deadind) 23l Ja
Gleglaall Aady Al Ayl eUaddy)
(... bl Cledlad mosall alasiu¥) el yig
Al gl i o (g IV @ sall (s sing o
@l L ) Adiaal) Adadal) g el AlalSia

e sSall dgall Led
s §f Glasle adsall i da
sl el A cplalaiall @ISl

Sl ye o clilusiny)

G e ¢ sinall alasinl adall o) da
Aeud) Al 5 aplasil) L) gall g 3 juraall &l adl)
Sy Ao il A I G gliadl 5 5 il
Claig ol Cusy fhegd)l dashdl e
Cagiuall ) gganll

Al laal) 3lal Alaia) Aeal) I\l 1 5L
Lgally Aalal) AUl A dled ansi Jad (e 3] 3l
ool B o Gl dgall (S Aggns ¢
o5l @ sal) Claiia
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14

used, ensuring the content is simple and
straightforward.

Is the expected response time clearly

stated for all sections that involves
communication between the visitor and
the entity? e.g. in the Contact Us section,
Suggestion & Comments section &
Contact the Minister/ Director General

Section.

Does the entity have a banner or link to
the official federal government portal
“U.ae"accessible from every page?

Does the website present links to the
entity’s social media pages?

Does the entity website have a careers or

job opportunities section with a channel

to submit resumes?

Hint: If linked to the federal employment
system, there should be a landing page
for the employer to guide the job seeker

to the federal employment system.

Does the website contain a page
dedicated to showcase the most
important initiatives in order to spread
the knowledge and culture of impressive
ideas in the UAE to enhance the
competitiveness of the country and
entity as a leader? The page shall
contain an overview of the initiative and
any media materials such as (video or
video link on an external site such as
YouTube, presentation or PDF document
and others)

Does the website offer a comprehensive
description of the entity services in a
Service Card style?
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Does the website have an Archive section
for laws, policies, documents, events, etc.
that is accessible from all pages?

Is the text aligned R2L for Arabic and L2R

for English (not centered)

Are ambiguous words defined and

abbreviations given expansions?

Is the content on the website genuine?
(no copy/paste without attributing the
source)

Does the website have an updated
glossary for terms and abbreviations
used within the content to make it
clear and understandable?

Does the entity have a customized
style-guide to assist content writers
in their daily work?

» (]
Hint: The entity can use the “writing
method guide” for the official UAE
website to create the document for the
entity.

Do the content team from time to
time check for broken links (either
manually or using a software)?

. O

Hint: The document might be a plan,
or a record of previous sessions
where test safety links on site)

Is there online evidence that the Entity
provides services in partnership with
third parties?
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Hint: The entity can develop content for
partnerships with third parties that
promote the concept of PPP

Did the entity highlight their indirect
involvement in achieving the generic
SDGs goals (not their core business
goals), such as gender balance,
innovation, tolerance, PPPP, etc

Did the entity incorporate and activate
the SDGs BUZZ into their website?

Hint: This will cover having direct link to
the UAE SDGs website and activate the
SDGBuzz component, this will reflect the
stamp level for each entity OR create a
special page reflecting entity efforts and
linked it with SDGs goals, where each
entity has to document their success
stories in terms of initiatives/public
consultations/events/etc.
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TELECOMMUNKCATIONS REGULA

e sl A 5
Accessibility

A website is fundamentally designed to work for all <alide cilaliial 23 laecas wse gl 058 o i) (e
people, whatever their hardware, software, language, a5l coeasl s o Senl o B Cieay ) seanll 53
culture, location, or physical or mental ability. When el s Alaal) 5 Apnuall agdl )35 caaaal i (Sl g cagilild
the Web meets this goal, it is accessible to people Omt gpanll lalias J gum ) Jis Tad 3o 2 a1 30 GBiny (530
of Gy Laas WSoa pfladlly peadly pendl Cilaiia ad
J s sl A gl Lpallall oy gl) daaia e (o Gl (5 il
e Gsinall S 1) Lo aslill 4l iy ) (5 siwdl 2
J s sll Al dagon 5ill (oabially 8y dgall 5 STV a8 sl
i Y1 ASs ) J g ol AilSa) i ) galy dilaia¥) SaYL

with a diverse range of hearing, movement, sight, and
cognitive ability. Where WCAGO0.2 AAA level is the
desiered levels that should reached To determine if

FGE web content meets accessibility guidelines Web

Accessibility Evaluation Tools can be used

Jdally Jeadl Ugen julae Ll gl Adiia yladl)
Gileall 4 g jIY) ad) gall J goa gl A g 20] 81 (ol Y
Source: World Wide Web Consortium (W3C) Web sasdall Ay pall &l eyl A g 8 Age Sa)

Content Accessibility Guidelines (WCAG)
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TELECOMMUNICATIONS REGULATORY ALITHORITY
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Guidelines

Does the website include alternative texts (Alt-
Text) for any and all non-text content such as
icons,
it and
make it screen readable by text to speech tool ?

images, buttons, infographics,

multimedia etc , that clearly describe

Do all audio and video files have descriptive
captions to assist those with hearing and visual
problems?

Are audio and video files presented with no (or

little) loud sound backgrounds?

1.5 within
between

Is line spacing at
paragraphs),

least (e.g:
the space
paragraphs spacing at least 3?

and

Links, component and items format/shape
should change when approached by cursor?

Hint: Perhaps changing a line appears under
the text, or change the font size etc.

the AAA
accessibility feature that is working efficiently?

Does Entity website provide

Hint: as a text option or, if an image is used,
alt text should be provided

Do that foreground and background color
combinations provide sufficient contrast when
viewed by someone having color deficits or
when viewed on a black and white screen?

Silga gall

Gls O ddl (el als dsall i da
palS cgdsdl (B asmse ol b s
ALY agul s ASall gl Y0
leasdl Wy g saamiadl Lailuglly clisa¥)
S il (58 Gyl e Lol il cal y JSy

Ui e iisally dgmand) Clild) jigE Ja
?)‘AA‘JCA“J\QL"‘ALEJM‘C)‘EU‘J@

Gl e (2l 5) A gaall cilalal) G123 Ja
(G 5] aial) Saliall 45 guall

1.5 Jio)pshaudl cp 48S clilie aasi Ja
Ll o de Ll Adlia g o shand) (g AdLuall
€3 J Ay ghue JAYI e

oy O g D AL il gl 5 ool 5 U8
¢ 555l Lgiwadla die

Gt jedaydad e 3 be i) 06 Lay ) 18 L)
&l haall ana 8 s ol (aill

pan Sl Alad 3 e (g 1Y) a8 gall 80 da
0l JAJ‘ (AAA) Sy i L}QMUL;J\
sy Jlad . Jan Al
cﬁjﬁﬂgdh‘;ﬁ cua&ds..fz‘;‘c:sJL&!
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#
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oes the website have a software to read texts o= s B¢l B A0Sk a8 sall 8 o
8 Does the website h ft d seaill y ya goaill 3515 AlSa) alsall Jig s 8
and alternative text for visually impaired OSary gl Cilaca (alddU & geally AL
people? And the ability to read texts for people Sigmand) ABle Y (5 93 alaiDl Lgie) 8 L
with hearing impairments (Deaf)
Is all functionality available from a keyboard? — Stliallda sl yue 5 i st salinal) caills 3l S Ja 9
e bl 8% 8 giall Cailda gl aaly) 15 L)
Hint: All functionality that is available by “:j « :;J:;i dtf - s J)L,
Q M !
mouse is also available by keyboard i.e. back, TSRS ’ & < A
scroll etc &
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daad 1) 48 HLE
Digital Participation

asinall 8 Lol olai¥) dad )l AS Ll ysind
e slaal) L 5l iS5 il JMA o el
o Jadi ¥ ¢ (ICT) sl ciylaiyly

Digital participation is the active trend in the
digital society through the use of modern
information and communication technology
(ICT). This participation includes not only d ¢ Guad o pEY ) Jeall 4S Uil
access to the Internet, but also various ye (5siaally Cileadll calida Kadf Jads
services, online content and the interaction of A &all o D seaad) Jeld g e yuy)

the public with the government
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Digital Participation Guidelines — 4«3l aS5)Lawll julao

Guidelines

Is there a dedicated "Digital Participation”
page on the entity’'s website that enable
audience to Participate and collaborate
with the entity, and contains details about
its e-Participation activities?

Does the Digital Participation page offer the
“Digital Participation Policy\Charter” and
“Moderation Policy” for the website visitors
as per the “Digital Participation and Social

Media Guidelines for Federal Entities?

Does the entity have an annual plan for
Digital?

. O
Hint: Government entity can use the
Microsoft's Programs or others templates
to set for one year Plan include (the posts
for blogs, consultation'’s titles)

Does the entity have a Digital Participation
champion whose role is to implement
pertinent initiatives and spreading Digital
Participation culture in the entity?

. [

Hint:The Digital Participation Coordinator
is the person responsible for implementing
the Digital participation plan, coordinating
with the national team to doing the
following:

1- Follow up the consultations and
blogs and all contenets which
related about Digital participation
through Sharik.ae

2- Review and update the entity’s
content on the UAE’s official
portal U.ae and contact the
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content team who responding
about the portal through:
content.team@tra.gov.ae

Does the entity use social media tools and
Digital participation tools such as
(Facebook, Twitter, YouTube, google+,
forum, blogs, etc..) to communicate and
interact with the public?

Have there been any "e-Consultation
practice” & “e-Decision Making practice”
regarding any of the entity’s services or
policies in the past 12 months? Have those
practices clearly presented in the entity
website under e-participation section?

e Subject: the first paragraph of the
consultation which include the
brief about the subject and provide
all information about it, which
encourage the audience to
participate

e Target / Goals: the second part of
the consultation is the gov entity
must highlight the goals of this
consultation.

e e-Decision Making the last part
of consultation, where the entity
give their audience the opportunity
to directly contribute in the
decision making about services or
policies

Does the entity upload their Consultations
as Digital participation practices on the
national portal for Digital participation
(Sharik.ae) with “minimum 3 Consultations
Quarterly in a Year”?

Hint: the total of the consultations in a year

12 include (Future consultations, Current
consultations, Past consultations)
https://u.ae/en/participate/consultations

Page 29 of 41

content.team@tra.gov.ae

S ise e sean e dn Sal) dgal) Jool s o
dm\)ﬂ\ Q‘_}J\j é\_}n ) d?}“ lec BAA‘} slal
5 b sty & sand Jie) 43adl) AS LAl g o laiaY)

(L e 5 Dl saall g loaiiall 5 casig

Sl il i ge o dagaal) 43yl dgal) 35 Ja
(e gl -5 ) gliall & gua ga) Ganali (ll 5 ) sganll
A BA e e Can (A 38315 ) sl
pud (B daiada dadia e alib o) cled
A8 Hl) A< 5Ll
3o pdall oW 850 13 gdial) £ odage o
4028l 3 jall g g gall e 0203 LUK 4
4 Aol Glagleal pien i
AS Ll (e ) seandl oSy
o R ) g sdagall e cidgd e
Gl Gl s LS a5 sl
Sosiall ozl A dgall Ll e
sl
DY s el a oSSy AN JAS)
LS DA e ol b sdall e 5AY)
seeall e g un Bl il
il JS daalisal) 4lSa) (peadiudl
Lo sfdans Joa )58 Mas) b

AS Ll Jlae (& D) sl sy dgall o585 b
Gad )l ASLadl Ak Asd e A
a0 dS (8l ysdia 3 il aalt (@il & L)

Al e

3 5ie 12 Anudl (8 Ol siall g gana ()5S S 1 LA
(liie ) ) pdia Al &l ) glia A3lla O 5ia) Lgia
https://u.ae/ar-AE/participate/consultations



mailto:content.team@tra.gov.ae
mailto:content.team@tra.gov.ae
https://u.ae/en/participate/consultations
https://u.ae/ar-AE/participate/consultations
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwja4L3kuvThAhUBTBoKHTMfC74QjRx6BAgBEAU&url=http://chittagongit.com/icon/new-gif-icon-18.html&psig=AOvVaw17eEjoAE8tMYSOGWijIXJL&ust=1556598321558327
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwja4L3kuvThAhUBTBoKHTMfC74QjRx6BAgBEAU&url=http://chittagongit.com/icon/new-gif-icon-18.html&psig=AOvVaw17eEjoAE8tMYSOGWijIXJL&ust=1556598321558327

10

11

12

13

X

VLVl oAl dia

Does the government entity has a blog on
Sharik.ae and moderating the comments
continuously?

Hint: visit the National Blog website on the
below link:
https://u.ae/en/participate/blogs

Does the government entity blog include
at least one monthly post from the

minister, the undersecretary of the
ministry or the director general?

Does the entity promote its participation
in Digital Participation’s Field?

Hint: Where topics are advertised for
consultation or Digital participation’s Field
Is the Digital Participation section on the
entity’s website Electronic connection
with the central Sharik.ae?

Does the entities account on social media
like/follow the UAE Smart Government
@UAEMGov?

. (J

Does the social media team use hashtags
and mentions properly?

Hint: the feature lead to building and
increasing user engagement and
attracting followers. As well as building
awareness.

Use of hashtags e.g.: use of key words
such as #health, #society, #UAE and
others that related to the entity
awareness campaigns in official events
and etc.

Use of mentions e.g.: in case of
announcing entity services, policies,
new activities, etc; mention
mGovernment account @uaemgov

Page 30 of 41

sle f(blog) Aeld 4500 dua sSall dgall (sl da
Ry psiiy Sl @l i Al A5l
€l iy Lale lilacil) g 350,11

2 gall e Cayaill sl Tl 1 53 4SSl 15 L)
4l gl

https://u.ae/arAE/participate/blogs

Bgbgl) Dl e LasSall dgall g
JAY) e B au )y JS Baad g 4y gaiy <l & LE
Saladl el 5l 5,0 550 IS5 b asl o
ol S Al A Cligae 4 g 1B )

e 8 LS jlie prea Gy sudi o dgal) Jaati Ja
¢ e 1) AS Ll

m Gl gl sall e Gagatll s O Y Sy Cua 1 LA
M}\ZSJW\J@‘;&}\BJWML@AJ}:

Losi s dgall aise o il AS Uil aud Ja
0 el ) )L ik gl AS Lkl ) guy

=laia¥) daal sill 2l oo e deal) o 5 685 Ja
ASA @ jlaY) A Sa cillia §(lae )/ Anlic)
! @UAEmMGov

-

deall A eldia¥l Jual aill (358 padion Ja
faidle JS (#) gLl s (@) Gl Jnals

O 2 3all el (I (g3 al sadl alasiin) 3 L)
O Shad (el Qs g (et ae Jelddl)
einall el el

Aoaliall LS aladind ;e §LLdLEY a)aiin
e Wt 5 o LaV I acinallf sl e

b A se il Lelaa 5 dgall Ja a3 31 LK)
L e 5 daan Il Glauliall

oe e Jla i 1dlia el pladiiud

laal die Jee dgall tas cchlubuudl cclaadll
@uaemgov 4 sall A €A Aa <Al

10

11

12

13


https://u.ae/en/participate/blogs
https://u.ae/arAE/participate/blogs
https://u.ae/arAE/participate/blogs
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwja4L3kuvThAhUBTBoKHTMfC74QjRx6BAgBEAU&url=http://chittagongit.com/icon/new-gif-icon-18.html&psig=AOvVaw17eEjoAE8tMYSOGWijIXJL&ust=1556598321558327
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwja4L3kuvThAhUBTBoKHTMfC74QjRx6BAgBEAU&url=http://chittagongit.com/icon/new-gif-icon-18.html&psig=AOvVaw17eEjoAE8tMYSOGWijIXJL&ust=1556598321558327

15

X

VLVl oAl dia

Dose the entity Applied interactive lab
on the employees internally or to the
audience in one Brain storming session
to improve or enhance Specific services,
or policy and this experience reflected
on the Digital participation’s page?

. (J

Definition: electronic interactive
platform to raise the level of participation
through the participation of the target
audience by hearing its voice and taking
opinions about developing government
work, including services, procedures and
policies

Hint: Please see the interactive lab’s
guideline if you have any queries please
contact Mariam Al  Aamri

mariam.alaamri@tra.ae

through

Does the entity update the content on
the UAE's official website U.ae?

. ([

Hint: Entity should cooperate with the
official portal team of the country to review
and update the content of the entity
wherever it is found. According to the
of the Digital
Coordinator in criteria # 4

duties participation
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Open Data
uw‘ PO :t; s ‘ 2—,’“ ‘ wum‘
Open  government data  promotes - O dagiadll A Sall il
aals N - e IR
transparency, accountabilty and value - e e ellys dall 3lay Aleluall
creation by making government data saley 2 Lﬁ\ 08 @uﬂ 2 Sall il

available to all with no restriction for its re-

use. Public organizations produce and
commission huge quantities of data and
information. By making their datasets
available, public institutions become more

transparent and accountable to citizens.

By encouraging the use, reuse and free

distribution of datasets, governments
promote business creation and innovative,

citizen-centric services.
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Open Data Guidelines—a>gzaall bl julas

Guidelines

Is there a dedicated “Open Data” page on
the entity's website for sharing these data
with the public? Does the published data
cover the core domain of the entity?

Does the entity publish data in open
machine-readable format or Not machine-
readable (PDF, scanned files, etc.) , with no
access restriction (e.g. the need to
register)?

Hint: Entity should follow National Smart
Data Standards One of KPI7 project- Data
classification section

Does the Open Data page offer a clear
data access and usage policy for the
public to enable them use the data?

Hint: UAE open data license as per sample
document in the NSDS

Does the Open Data page offer user
statistics and data ( e.g: number of users
using their services, number of visitors,
etc) provided in an open data format such
as spreadsheets, CSV, or xml files)?

Is the open data page providing a counter
to illustrate the total number of files in the

page

Is the data is understandable and
reusable for both users and machines
(e.g. by using metadata descriptions,
common standards, and APIs).
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Does users have the ability to rate the
dataset and provide feedback

Does entity provide visualization for some
of the data provided ?

Hint: Data visualization is the
presentation of quantitative information
in a graphical form. In other words, data
visualizations turn large and small
datasets into visuals that are easier for
the human brain to understand and
process.

Does entity Providing data bulk download
option?

Hint: Bulk data refers to putting all static
data into a file or set of files, so that all of

the data can be acquired with downloads.

Can the public propose/request new
open datasets be made available on the
entity Open Data page?

The availability of entity open data on the
open data national portal (Bayanat.ae)
with “minimum 3 data set in a year”?

Does the data on the open data page
contain up-to-date data and not just for
previous years?

Through the Open Data page, has the
entity indicated the availability of its open
data sets on the national data platform?
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Hint: The entity promotes the use of its e Ll pladtiul 3 jahydgall o g8 spesali

data on the National website and the P e Ugall 28 gal g yill g A gall 28 94
promotion of the national website ULl A gall a8 gal (g yiSI dasl ) auiag
through the development of an electronic bayanat.ae
link to the national data website

bayanat.ae
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Security & Information protection

Government entities have to ensure the
security of the website and the protectin of
its information. The followign Guidelines

offer the essential practices in this matter.
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Security and Information Protection Guidelines — <o glasdl Zolosg cyol yulas

Guidelines

Does the entity have a backup /or
redundancy plan for its website?

. O

Is the Entity certified for

Information Security (ISO27001) and Service
Management (ISO 20000)?

. [

Does the Entity  regularly  Conduct
Penetration Testing and  Vulnerability
Assessment for the Website? (such as:
Trustae)

Hint: conducting test through Trustae for
aeCERT registered entities

Does the Entity Implement Protection
Mechanism for Exchanging Sensitive and
Personal Information such as secure channel
protocols: SSL, TLS, SSH, SFTP ...etc.?

. O
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Marketing

The effective marketing of the entity’'s website
is essential to ensure reaching the target
audience and their usage of its infromation
and services and to promote its e-presense .
The following Guidelines offer the entities a set
of essential practices and tools to market its

webstie
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Marketing Guidelines — (8 gl julaa

#

Guidelines

the
registered Arabic domain name
(&l .dg=l aunl) on their website
the
communication channel to enhance

Does entity promote its

as one of electronic
the Arabic presence and identity on
the web?

. O

Hint: awareness can be by e-
banners, social media
announcement and any other tool

Can the website be found easily
using any search engine by using
the most important keywords?
Does it use SEO (Search engine
optimization) process to get more
traffic and grabbing a top spot in
most used search engine?

Does entity has newsletter/mailing
subscription service in clear and
visual place?

Does the entity offer an option to
sign up for RSS feed subscription

Does the website provide links for
downloading all applications owned
by the entity on the most important
platforms (Android, IOS, etc.)?
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Does the entity use data analytics
tools to measure the website
performance?

.
Does the entity website offer a rich
media section where press kits and

entity assets can be downloaded?
(media packs, logos, etc.)

Does the entity promote the
website’s content via its social
media channels?

. ([

Hint: twitter tweets, Facebook post
or any others

Are the optional services available
on the site as (elderly services,
mobile services and other services)
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For Inquiries contact

mGov Enabler Team Asdl) Ao g8al) cliCen 3y 8
mgovet@tra.gov.ae I AN & )

Email: mgovet@tra.gov.ae
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